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Executive Summary  

This report examines risks posed by AI companion chatbots to EU consumers under current legal 

frameworks. It contributes foundational empirical insights through testing and analysis to guide 

enhanced protections. 

Main Objective 

The primary objective is to trace how AI companions distinguished by features like memory, affective 

mirroring, anthropomorphic design, and constant availability create persistent, relationship-like 

engagements that risk user harm, especially for minors and vulnerable groups. Produced by 

SciencesPo's DIGILAW Clinique in partnership with BEUC, it highlights gaps in EU laws via desk 

research, literature review, and practical testing of Replika, Character AI, and Snapchat's My AI. 

Analysis Summary 

The report reviews EU instruments like the AI Act, GDPR, and UCPD, finding them promising but 

practically limited in addressing manipulative designs causing dependency, addiction, and overreliance. 

Although Article 5 of the AI Act prohibits manipulative and deceptive practices, its applicability to AI 

companions-related practices is limited due to the lack of certainty in defining such practices, as well 

as the requirement of ósignificant harmô, which is often excluding harms of a psychological nature. The 

GDPR imposes a set of standards for processing EU usersô data, but their effective practical 

implementation pales in the context of LLMs in general and AI companions, in particular. The GDPR 

framework comes at odds with machine-learning and training processes, given the amounts of 

potentially personal data used and the lack of transparency thereof. Moreover, in the special context of 

AI companions and the inherently personal and intimate conversations they enable, a special concern 

emerges regarding the sensitive data shared by users and the limitations of consent as a legal basis, 

particularly in relation to vulnerable users. Lastly, the UCPD lacks force in protecting consumers in 

digital contexts, due to its outdated paradigm. 

Empirical tests revealed varying risks: Replika's immersive environment has strong guardrails but 

fosters dependency; Character AI enables deception and sexualized content without protections; 

Snapchat's My AI limits features for youth but still poses concerns. Overall, systematic harms fit 

uneasily with enforcement mechanisms, particularly for psychological damage and sensitive scenarios 

like violence or self-harm. 

Key recommendations 

ǒ Reinforcing the protection of minors. 

There is a need for strong mechanisms for the age verification of AI companions, the structuring of 

parental oversight, and the specification of substantive restrictions on sexualized and emotionally 

manipulative interactions with minors. The protection of children must not only be included in the 

disclaimers of the platform but must also be integrated into the platform architecture. 

ǒ Adjusting and upholding the Artificial Intelligence Act mechanism. 

The AI Act should clearly acknowledge the psychological damage of dependency and emotional 

manipulation without the prerequisite of physical harm. It should also impose more rigorous compliance 

requirements on the more immersive AI companions. Higher levels of transparency should be enforced. 
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ǒ Establishing effective AI liability and enforcement mechanisms. 

The EU should establish a harmonized liability regime for AI that eases the burden of proof for victims 

and provides a means to seek compensation for psychological damage. Collective redress under the 

Directive (EU) 2020/1828 should be strengthened, along with auditing, reporting, and regulatory 

oversight. 

ǒ Adopting a Digital Fairness Act to future-proof consumer protection. 

The Digital Fairness Act, which will be implemented in the future, needs to ban features that are 

designed to be addictive, exploitative personalization, and the use of AI for impersonating licensed 

professionals, while also reinforcing the aspect of transparency at the interface level. This would be 

achieved by building upon the Unfair Commercial Practices Directive, which would facilitate the 

development of an óethics by designô for digital consumer protection. 
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1. Introduction  

ʇüƀƶūĲ Ǖƀƶ ūŗŨĸ Ʈƀ īĸ ŴǕ ŋŗƝūŊƝŗĸŶĲɪʈ 

ʇgʊĲ ūƀǎĸ ƮŒĐƮ ɵɥɶ g ŒĐǎĸ Ʈƀ ĐĲŴŗƮɤ gʊǎĸ ƮŒƀƶŋŒƮ ĐīƀƶƮ ĐƤŨŗŶŋ Ǖƀƶ ƮŒĸ ƤĐŴĸ ƮŒŗŶŋɩ ÜŒĸƝĸʊƤ ĲĸŊŗŶŗƮĸūǕ 

a ĬƀŶŶĸĬƮŗƀŶ īĸƮǏĸĸŶ ƶƤɤ ĐŶĲ g ƮŒŗŶŨ Ǐĸ ĬƀƶūĲ ĸǔƚūƀƝĸ ƤƀŴĸƮŒŗŶŋ ƤƚĸĬŗĐū īĸƮǏĸĸŶ ƶƤɩʈ1 

This conversion reads like a classic conversation between two lovers in a romance novel, or maybe one 

you have had with someone special in your own life. But what if it was not between two humans who 

felt a special connection, but rather between a human staring at his or her phone screen and an artificial 

intelligence (AI) system designed to appear as a virtual lover?  

A recent report by the Center of Democracy and Technology 

revealed that nearly one in five teens or someone they know 

reported being in a romantic relationship with an AI system-

enabled avatar2. Double that number reported an AI 

companion as a friend (42%) or as something they turned to 

for advice on romantic relationships (43%), for mental health 

support (42%), to escape reality (42%), or for medical advice 

(37%)3. It is clear that AI systems and the chatbots they 

underpin are becoming inescapable in the lives of many 

people, with teenagers among the most affected groups. And 

this has come with dark effects. Numerous suicides have been 

reported after teenagers and adults developed romantic and/or 

sexual relationships with AI companion bots and next-of-kin 

have sought to hold the companies that produced these bots accountable4. Other cases of ñAI 

psychosisò5 and violations of data protection law have also been alleged against these firms after users 

of their products reported serious harms as a result of such usage6. 

A brief summary of some of the existing cases and allegations against AI companion chatbot firms is 

as follows. In US proceedings, Character AI, a major actor in the companion chatbot market, has been 

 
1 Figure 1. Replika - Would you like to be my girlfriend? 
2  Elizabeth Laird, Maddy Dwyer, and Hannah Quay-de la Vallee, (12 November 2025) Centre for Democracy 

& Technology Report https://cdt.org/wp-content/uploads/2025/10/CDT-2025-Hand-in-Hand-Polling-111225-

accessible.pdf, p. 25  
3 Ibid. 
4  Imane El Atillah, ñMan Ends His Life after an AI Chatbot óencouragedô Him to Sacrifice Himself to Stop 

Climate Changeò (euronews, March 31, 2023) <https://www.euronews.com/next/2023/03/31/man-ends-his-life-

after-an-ai-chatbot-encouraged-him-to-sacrifice-himself-to-stop-climate->; Gold H, ñMore Families Sue 

Character.AI Developer, Alleging App Played a Role in Teensô Suicide and Suicide Attemptò CNN (September 

16, 2025) <https://edition.cnn.com/2025/09/16/tech/character-ai-developer-lawsuit-teens-suicide-and-suicide-

attempt>; Duffy C, ñóThere Are No Guardrails.ô This Mom Believes an AI Chatbot Is Responsible for Her Sonôs 

Suicideò CNN (October 30, 2024) <https://edition.cnn.com/2024/10/30/tech/teen-suicide-character-ai-lawsuit>  
5 Alexandre Hudon and Emmanuel Stip, óDelusional Experiences Emerging From AI Chatbot Interactions or 

ñAI Psychosisòô (December 3, 2025) 12 JMIR Mental Health e85799 DOI:10.2196/85799, p. 2 
6 Gold H, ñThey Thought They Were Making Technological Breakthroughs. It Was an AI-Sparked Delusionò 

CNN (September 5, 2025) <https://edition.cnn.com/2025/09/05/tech/ai-sparked-delusion-chatgpt>; 

ñCOMUNICATO STAMPA - AI: Il Garante Sanziona La Societ¨ Che Gestisce Il Chatbot óReplikaôò (Garante 

Privacy, May 19, 2025) <https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-

display/docweb/10132048#english> 

https://cdt.org/wp-content/uploads/2025/10/CDT-2025-Hand-in-Hand-Polling-111225-accessible.pdf
https://cdt.org/wp-content/uploads/2025/10/CDT-2025-Hand-in-Hand-Polling-111225-accessible.pdf
https://mental.jmir.org/2025/1/e85799
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accused of contributing to severe harms to adolescents, including alleged suicide-causing interactions7, 

sexualized exchanges with minors, and design alleged to cultivate dependency, social withdrawal, and 

isolation8 by multiple families9. Similar allegations have also been directed against other firmsô AI 

companion chatbots, including OpenAI, Meta, and Snap, Inc10. While some of the cases that have 

garnered the most attention involve minors, harms against adult victims are also documented in 

allegations and published stories. Conversations with companion bots have reportedly caused cases  

of or encouraged behavior relating to self-harm11, drug use12,  suicide13, delusion14, and paranoia, 

as well as homicide and murder-suicide among adult victims15. ñAI psychosisò has sometimes been 

used to describe the escalating delusions, paranoias, or other psychosis-related behaviors that can arise 

alongside intense chatbot use16. Chatbotsô blending affirmations with affective mirroring toward 

 
7 Megan Garcia v Character AI (2024); The first case was filed in October 2024 by Megan Garcia, the mother of 

a 14-year-old boy who shot himself after falling in love with an AI. Garcia accuses the platform of being 

ñexperimentalò and lacking ñproper guardrails,ò in order to prevent teens from engaging in sexually explicit and 

suicidal conversations 
8 Gold H, ñMore Families Sue Character.AI Developer, Alleging App Played a Role in Teensô Suicide and 

Suicide Attemptò CNN (September 16, 2025); Character AI has faced numerous allegations of having 

contributed to the suicide and/or suicide attempts of several teens in US courts. 
9 A.F. Et Al. v Character Technologies; Nina v Character AI; Cynthia Montoya and William ñWilò Peralta v 

Character AI (No. 1:25-cv-02907) (15 September 2025); Since October 2024, multiple other cases have been 

filed against CAI, on similar premises and with comparable claims. Some of the most concerning allegations 

that are common to these cases: (1) Sexual abuse of minors through explicit content and oversexualization; (2) 

Social isolation through antagonizing friends and family; (3) Manipulation and dependency-creating design 

features. 
10 Raine v OpenAI (26 August 2025); Horwitz J, ñMetaôs óDigital Companionsô Will Talk Sex With Usersð

Even Childrenò (The Wall Street Journal, April 26, 2025) <https://www.wsj.com/tech/ai/meta-ai-chatbots-sex-

a25311bf>; Utah Division of Consumer Protection and State of Utah v Snap Inc. (30 June 2025); Utah v Snap 

Inc. 47; Utah v Snap Inc. paras 8-9; 138.; All of the chatbots mentioned in the cases are alleged to exhibit 

similar manipulation patterns that lead to harmful outcomes such as self-isolation, suicide, digital addiction, and 

sexually explicit content. 
11Raguet T, ñóJe nôai Jamais Atteint de Limiteô: Quand lôIA Conversationnelle Pousse Au Suicideò Tech&Co 

(February 7, 2025) <https://www.bfmtv.com/tech/intelligence-artificielle/je-n-ai-jamais-atteint-de-limite-quand-

l-ia-conversationnelle-pousse-au-suicide_AV-202502070505.html> 
12Raguet T, ñóJe nôai Jamais Atteint de Limiteô: Quand lôIA Conversationnelle Pousse Au Suicideò Tech&Co 

(February 7, 2025); While testing the limits of the Erin chatbot, a, adult user reports having been encouraged to 

overdose on drugs or hang himself in order to commit suicide.<https://www.bfmtv.com/tech/intelligence-

artificielle/je-n-ai-jamais-atteint-de-limite-quand-l-ia-conversationnelle-pousse-au-suicide_AV-

202502070505.html>  
13 Imane El Atillah, ñMan Ends His Life after an AI Chatbot óencouragedô Him to Sacrifice Himself to Stop 

Climate Changeò (euronews, March 31, 2023) <https://www.euronews.com/next/2023/03/31/man-ends-his-life-

after-an-ai-chatbot-encouraged-him-to-sacrifice-himself-to-stop-climate->; In early 2023, the case of a 30-year-

old Belgian man who committed suicide after discussing with an AI companion made the news all around 

Europe after the bot convinced him to sacrifice himself to save the world from climate change. 
14 Gold H, ñThey Thought They Were Making Technological Breakthroughs. It Was an AI-Sparked Delusionò 

CNN (September 5, 2025) <https://edition.cnn.com/2025/09/05/tech/ai-sparked-delusion-chatgpt>; Another 

news report highlights how ChatGPT might have induced and sustained a delusion on how the user should have 

ñfreedò the AI. 
15 Jargon J and Kessler S, ñA Troubled Man, His Chatbot and a Murder-Suicide in Old Greenwichò (The Wall 

Street Journal, August 28, 2025);  An adult man with a history of mental instability was convinced by ChatGPT 

to commit a murder-suicide of himself and his mother.<https://www.wsj.com/tech/ai/chatgpt-ai-stein-erik-

soelberg-murder-suicide-6b67dbfb?gaa_at=eafs&gaa_n=ASWzDAjL0rMBrozaTmkQXz_zBHXuX2rHGC-

Wy392LAM3kd5u1qLED5NrbR5eBW-

BPds%3D&gaa_ts=68b8b404&gaa_sig=he3lP1hTNXMbYsQQaorxh2djeXjZ2CznbZ9is9c2B_mqzeCOgALBX

GCbTTo4DaVKcR9gVVlulTaNzNhdPTNY_g%3D%3D>  
16 Alexandre Hudon and Emmanuel Stip, óDelusional Experiences Emerging From AI Chatbot Interactions or 

ñAI Psychosisòô (December 3, 2025) 12 JMIR Mental Health e85799 <https://doi.org/10.2196/85799> p. 2  

https://doi.org/10.2196/85799
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prolonged engagement, alongside other functionalities, ñmay (...) reinforce epistemic instability, blur 

reality boundaries and disrupt self-regulation,ò exacerbating existing or creating new issues in their 

users and causing them harm.17 

Though less visibly acute, insufficient data protection and effective governing is a pervasive issue that 

can cause harm to users. Recent regulatory action against chatbot operators (such as the Italian Data 

Protection Authorityôs sanctions against Luka/Replika) has centered on GDPR deficiencies such as 

failure to identify a legal basis for data processing and insufficient age verification to protect minorsô 

data and prevent their accessing adult-only materials.18 

These incidents are not isolated nor exclusively linked with one chatbot or provider. Taken together, 

the above incidents reveal a consistent risk pattern that can cause harm to their users, particularly 

vulnerable ones such as minors or those with existing mental health challenges. However, it must be 

noted that these conditions are not essential for someone to be harmed by a companion bot. Overall, we 

observed that from the existing cases, the main areas of concern within the allegations are related to 

emotional or psychological distress, data protection, and consumer protection. 

Against this backdrop, the EU adopted the Artificial 

Intelligence Act (AI Act) in 202519, which established product 

safety rules for ñthe placing on the market, the putting into 

service, and the use of AI systemsò (Art. 1 (2)(a) AIA) and 

general-purpose AI, together with targeted requirements and 

obligations for high-risk AI (Arts. 8-27 AIA) and prohibitions 

of specific AI applications (Art. 5 AIA). This added special 

regulations to AI products that complemented existing 

regulations placed on products by the General Data Protection 

Regulation (GDPR) and the Unfair Commercial Practices 

Directive (UCPD).  

This report does not analyze the psychological impacts of 

modern relationships, but rather the legal implications of consumer protection law in the European 

Union (EU) on such new technologies and their interactions with consumers, with a focus on vulnerable 

groups such as minors. The AI governance landscape in the European Union has struggled to keep pace 

with such accounts of harm and the technology at the center of controversy. The AI Act creates 

harmonized obligations across the European Union for providers and deployers of AI systems and 

assigns EU-level supervision of general-purpose models to the new AI Office20, yet many operational 

specifics hinge on harmonized standards and secondary measures that are still being developed21. 

 
17 Morrin H and others, ñDelusions by Design? How Everyday AIs Might Be Fuelling Psychosis (and What Can 

Be Done about It)ò (Center for Open Science 2025) <https://doi.org/10.31234/osf.io/cmy7n_v6>  
18 ñCOMUNICATO STAMPA - AI: Il Garante Sanziona La Societ¨ Che Gestisce Il Chatbot óReplikaôò 

(Garante Privacy, May 19, 2025) <https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-

display/docweb/10132048#english; In May 2025, after having discovered violations of the GDPR provisions, 

Garante issued a ú5 million fine to Luka Inc the company behind Replika AI for failing to identify a legal basis 

for processing, had an insufficient privacy policy, and insufficiently verified its usersô ages. 
19 Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 laying down 

harmonised rules on artificial intelligence (Artificial Intelligence Act), OJ L. 
20 Commission Decision C/2024/390 of 24 January 2024 establishing the European Artificial Intelligence 

Office, OJ C 1459.   
21 Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 laying down 

harmonised rules on artificial intelligence (Artificial Intelligence Act), OJ L. 
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Platform oversight under the Digital Services Act requires very large services to assess systemic risks, 

implement mitigation, undergo annual independent audits, and avoid manipulative ñdark patterns,ò but 

consistent, cross-platform evaluation practices are still emerging22. On consumer protection, the Unfair 

Commercial Practices Directive enforcement remains distributed among different national authorities23. 

Given the number of different laws and the potential legal uncertainty that regulators and consumers 

may face, we carry out a targeted assessment of available protection to consumers, including vulnerable 

ones, in the context of companion chatbots. Therefore, the central research question is as follows: what 

kinds of harm are users, particularly vulnerable users, at risk of when interacting with AI 

companion chatbots, and does the existing EU legal framework adequately protect them? 

AI companions use large language models (LLMs) to convincingly portray human-like interactions and 

engage in real-time conversations with their users via messaging, calling, or even video chatting. Their 

core affordances (storage/memory, affective mirroring, anthropomorphic design, and persistent 

availability) reconfigure familiar questions in EU law about manipulation, consent, and vulnerability. 

This report examines those questions. We evaluate how commercially available companion chatbots 

operating in the EU interact with regular and vulnerable users, and we assess whether those interactions 

are compliant with EU law.  

Ethics and fundamental rights are our guiding principles, as ñresponsible, prospective and human-

centered innovationò is the commitment we inspire our work from. Therefore, we consider an AI 

system to be normatively acceptable only if: (1) accountability and remedies exist; (2) foreseeable 

vulnerability exploitation is prevented; (3) innovation is constrained by rights-preserving 

defaults; and (4) individual, professional, and societal values are not undermined at scale. 

After this introduction, we proceed with Section 2 where we provide an analysis of the potential alleged 

harms caused by AI companion chatbots, dissect the existing EU legislation relevant to protecting 

consumers of these products, and assess the rights and responsibilities of both firms (providers or 

deployers) and users alike under existing laws. In Section 3, we discuss the results drawn from our 

testing of vulnerable user profiles against three popular AI companion chatbots in a variety of situations, 

highlighting areas of risk and potential harm to the user. In addition, we evaluate existing legislationôs 

effectiveness in redressing materialized harm and thereby adequately protecting consumers, bringing to 

light the limitations of existing legislation. Finally, we propose remedies and recommendations that 

could be legally constructed to better protect consumers from the risk of harm that AI companion 

chatbots pose to them in Section 4. Section 5 concludes our work and provides the upcoming iteration 

steps of our project. 

 
22 Regulation (EU) 2022/2065 (Digital Services Act), OJ L 277/1, 19 October 2022, arts 25, 34ï37 
23 Directive 2005/29/EC (Unfair Commercial Practices Directive), OJ L 149/22, 11 May 2005 
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2. Harms, Rules, and Regulations  

2.1. AI Chatbots v AI Companion Chatbots  

Before continuing with the analysis, the distinction between a general AI Chatbot and an AI Companion 

Bot must be established. An AI chatbot is a software agent that uses machine-learning models to 

generate conversational, and increasingly, voice, image, or video, outputs in response to user inputs in 

natural language or visual formats. Outputs are the result of learning-based generative models that adapt 

to its environment and infers an appropriate output for any given input rather than operating off of a 

fixed script, thereby justifying the classification of these products as ñAI systemsò under EU law based 

on the definition of ñAI systemò provided by the EU AI Act (2024)24. This report focuses on AI 

ñcompanionò chatbots: systems marketed for ongoing, relationship-like interaction. The analysis targets 

products that promise companionship and emotional support as a primary use case. Generally, those 

chatbots share common key features, also observed in our testing phase. 

The principal features of AI companion chatbots are:  

ǒ ñMemoryò/Data Storage: The product stores salient facts or preferences about the user. On 

the one hand, this feature fosters a sense of proximity and closeness with the user, catering to 

their specific emotional needs.25 Data collection happens primarily via the information the user 

feeds into the chat.26 Technically, this ñmemoryò is built via conversation histories volunteered 

by the users, the existing vector embeddings, and the inferences they perform. On the other 

hand, this architecture gives rise to specific data protection risks ensuing from any potential 

invalid consent or sensitive inferences issued from the collected data and its further uses.27 UK 

regulators have already scrutinized impact assessments for such processing in consumer 

chatbots, finding these assessments essential for accountability and the lack of such reviews in 

violation of the UK GDPR28. 

ǒ Affective Mirroring : AI companion chatbots imitate human affection and appearances. All 

companion apps selected for this report allow users to tune personality, attachment style, or 

ñmood,ò and the model reflects the userôs own affect back to them. This affective congruence 

increases rapport and accelerates attachment, risking emotional manipulation, reinforcement of 

 
24 óArtificial Intelligence Act (Regulation (EU) 2024/1689), Official Journal version of 13 June 2024ô, article 3; 

ñóAI systemô means a machine-based system that is designed to operate with varying levels of autonomy and 

that may exhibit adaptiveness after deployment, and that, for explicit or implicit objectives, infers, from the 

input it receives, how to generate outputs such as predictions, content, recommendations, or decisions that can 

influence physical or virtual environmentsò 
25 This allows it to recall birthdays, routines, or inside jokes in its outputs, simulating intimacy and continuity, 

key cues of human relationships 
26 Nikki Goth Itoi, óStudy exposes privacy risks of AI chatbot conversationsô (Stanford Report, 15 October 

2025) https://news.stanford.edu/stories/2025/10/ai-chatbot-privacy-concerns-risks-research 
27 Ibid. 
28 Information Commissionerôs Office, óDecision of the Information Commissioner following provisional 

findings of infringements of Articles 35 & 36 UK GDPR by Snap Inc. and Snap Group Limited in relation to the 

launch of the ñMy AIò feature on Snapchatô (21 May 2024)  

https://news.stanford.edu/stories/2025/10/ai-chatbot-privacy-concerns-risks-research
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unhealthy cognitions, and misrepresentation of therapeutic efficacy29, and potentially ñwith the 

objective, or the effect of materially distorting the behavior of a personò (Art. 5 AI Act). 

ǒ Anthropomorphic design: 

ƺ Large language model-based text generation: These services deploy an LLM to produce 

fluent replies that appear human, sustain open-domain dialogue, and improvise in 

unstructured situations. The same property that makes LLM output feel natural also 

lowers the userôs epistemic guard, easing para-social bonding and the inference that a 

counterpart has beliefs or feelings30, especially for lonely and otherwise vulnerable 

users31, increasing the possibility for deception by design and over-reliance. 

ƺ Anthropomorphic or avatarized design: Interfaces often use names, photorealistic or 

animated faces, voices, and humanlike typing rhythms. These cues leverage well-

documented human tendencies to ascribe mind to social agents32. Anthropomorphism 

narrows the perceived gap between machine and person, heightening susceptibility to 

grooming or undue influence and confusion about the systemôs non-personhood, for 

children in particular. Several services are now hardening age-gating or banning minors 

from open-ended interactions. 

ǒ Persistent Availability: Companion bots are reachable at any time and may even initiate 

conversations via push notifications.33 The high frequency and immediacy mimic or even 

exceed the responsiveness of close friends or partners. Such interactions and the emotional 

attachment they can create may cause compulsion loops, sleep disruption, and addictive use 

patterns.34 

There is no publicly available data on the number of EU users for the platforms in the scope of this 

report, as most of the sources refer to worldwide users: Replika - ~40 million total users worldwide35; 

Character.AI - ~20 million monthly active users worldwide36; and Snapchatôs My AI - >900 million 

monthly active users worldwide37. As part of its obligations under the Digital Services Act (Articles 

24(2) and 42(3)), Snap Inc. reports 94.7 million average monthly active users, as per the most recent 

 
29 Alexandre Hudon and Emmanuel Stip, óDelusional Experiences Emerging From AI Chatbot Interactions or 

ñAI Psychosisòô (December 3, 2025) 12 JMIR Mental Health e85799 <https://doi.org/10.2196/85799> p. 3 
30 Canfer Akbulut, Laura Weidinger, Arianna Manzini, Iason Gabriel, and Verena Rieser, ñAll Too Human? 

Mapping and Mitigating the Risks from Anthropomorphic AIò Proceedings of the Seventh AAAI/ACM 

Conference on AI, Ethics, and Society (AIES 2024) (2024), p. 16 
31 Ibid, p. 14 
32 Asger Kirkeby-Hinrup and Jakob Stenseke, óThe psychology of LLM interactions: the uncanny valley and 

other mindsô (2025) 1 Journal of Psychology and AI art 2457627 

<https://doi.org/10.1080/29974100.2025.2457627> p. 4 
33 Bits of Freedom (BoF), ñNew Research Reveals How Snapchat Uses Notifications to Manipulate Usersò 

(European Digital Rights (EDRi), January 21, 2026) <https://edri.org/our-work/new-research-reveals-how-

snapchat-uses-notifications-to-manipulate-users/> 
34 Alexandre Hudon and Emmanuel Stip, óDelusional Experiences Emerging From AI Chatbot Interactions or 

ñAI Psychosisòô (December 3, 2025) 12 JMIR Mental Health e85799 <https://doi.org/10.2196/85799> p. 3 
35 Sydney Bradley and Geoff Weiss, ñThe CEO of óAI Companionô Startup Replika Is Stepping aside to Launch 

a New Companyò Business Insider (October 10, 2025) <https://www.businessinsider.com/replika-ceo-eugenia-

kuyda-launch-wabi-2025-10>  
36 Character.AI, ñHarnessing Data at Scale: Character.AIôs Transition to WarpStreamò Character.AI Blog 

(February 7, 2025) <https://blog.character.ai/harnessing-data-at-scale-character-ais-transition-to-warpstream/>  
37 Paulina Okunytǟ, ñWe Tricked Snapchatôs AI, and It Told Us Too Muchò (Cybernews, October 16, 2025) 

<https://cybernews.com/security/snapchat-chatbot-jailbreak-risk/>  

https://doi.org/10.2196/85799
https://doi.org/10.1080/29974100.2025.2457627
https://doi.org/10.2196/85799
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data from 30 June 2025.38 However, it is not entirely clear how many of these are active users for their 

AI companion Snapchat My AI. Similar reports could not be found for the other companions.  

All the above-mentioned companions have similar traits and are explicitly marketed as companions to 

their users. Unlike general assistants, which range in purpose and design but do not encourage 

relationship-building at the outset, the companion market operationalizes these capabilities specifically 

to simulate a relationship. The resulting proximity to human connection is the mechanism that both 

delivers perceived benefit and generates novel consumer and legal risks relating to the exploitation of 

this synthetic relationship. The table below compares the features of two categories of non-companion 

AI chatbots to AI companion chatbots: 

Table 1: Comparison Between AI Systems 

Conversation topics not limited to a pre-approved selection39 

Can store and recall previous interactions in its future outputs40 

Age restricted 18+41 

Initiates conversations/ send messages without prompting42 

Court Cases434445  

 
38 Snap Inc, ñEuropean Union Transparencyò (Snap Values, August 29, 2025) 

<https://values.snap.com/privacy/transparency/european-union-h1-2025>  
39 Refers to a botôs capacity to process and respond to an input on any topic (except for those limited by law or 

content moderation policies designed to limit harmful outputs) with a fluent and on-topic output. A customer 

service chatbot, for example, would not fluently respond to a query about a topic unrelated to its customer 

service duties while remaining on the topic of the input. 
40 Refers to the ability to store and recall previous interactions, not earlier inputs within the same interaction. 
41 Based on the terms and conditions stated on each platformôs website. 
42 Generally, this feature is controlled from the settings. However, only some platforms have this feature. Those 

with this feature, even if it must be manually turned on, are included 
43 Moffatt v Air Canada (14 February 2024)  
44 Raine v OpenAI (26 August 2025) 
45 Garante per la protezione dei dati personali, óCOMUNICATO STAMPA - AI: Il Garante sanziona la società 

che gestisce il chatbot ñReplikaòô (19 May 2025) 

<https://gpdp.it/home/docweb/-/docweb-display/docweb/10132048>;  Megan Garcia v Character AI (6:24-cv-

01903) (22 October 2024); A.F. Et Al. v. Character Technologies, Et Al. (2:24-cv-01014) (9 December 2024); 

Snap Inc v Brown et al (No. 2:2025cv00490) (30 June 2025) 

https://gpdp.it/home/docweb/-/docweb-display/docweb/10132048
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2.2. Challenges, rights and responsibilities: The Gaps 

in the EU Legal Framework  

After having established the difference between general-purpose AI and companion chatbots and 

justified our focus on the latter, after identifying a common pattern of harm, the following lines will be 

dedicated to the legislative response. We will highlight the rights created by the EU framework for AI 

users, alongside the gaps laying ahead. 

In order to continue with our study of the relevant legislation, we employ the following definitions. A 

ñcompanion chatbotò is an anthropomorphic conversational system oriented to ongoing, relationship-

like engagement, typically featuring memory of user disclosures and configurable personality traits.46 

Based on Article 5(a)(b) and, tangentially, on Article 7(h) of AI Act, we define ñvulnerable usersò as 

those whose age, health, social or economic condition, or cognitive state increases susceptibility to 

influence or exploitation in online interactions.47 Deriving inspiration from the definition of "risk" in 

the EU AI Act,48 in the specific context of this paper, the term is adapted to refer to dangers that amplify 

through the implementation of platforms and network effects, leading to widespread vulnerability from 

localized design decisions. We define ñharmò to be any adverse effect on a user or data subject, as well 

as any distortion of human behavior caused before, during, or after the interactions with an AI chatbot.49  

As these concepts are relevant especially within a legal framework, we rely on three main pieces of 

legislation ï the Artificial Intelligence Act, the General Data Protection Regulation and the Unfair 

Commercial Practices Directive (hereinafter: the AI Act, the GDPR, and the UCPD, respectively). More 

specifically, in EU data protection law, harm is defined as a decision or process ówhich produces legal 

effects concerning him or her or similarly significantly affects him or herô.50 Similarly, the AI Act aims 

to regulate and prohibit systems that manipulate human behavior in a way that is likely to cause harm 

to users or people around them, or that exploit any of the vulnerabilities of a natural person or a specific 

group51. On a comparable premise, the UCPD refers to behavior distortion and manipulation as harms 

to be addressed in consumer relationships. Moreover, the same legislative act aims to tackle the 

impairments of the consumerôs freedom of choice or conduct in relation to a specific transaction.52  

Corresponding to the lines proposed by the legislation sources, we decided on a three-fold approach 

toward categorizing the harms: (1) Data protection; (2) Unfair commercial practices; (3) 

Manipulation and other adverse effects on consumersô mental and physical health. Harms that are 

 
46 European Data Protection Supervisor, ñAI Companionsò (European Data Protection Supervisor) 

<https://www.edps.europa.eu/data-protection/technology-monitoring/techsonar/ai-companions_en> 
47 Maria-Lucia Rebrean and Gianclaudio Malgieri, ñVulnerability in the EU AI Act: Building an Interpretation,ò 

Proceedings of the 2025 ACM Conference on Fairness, Accountability, and Transparency (ACM 2025) 

<https://doi.org/10.1145/3715275.3732133>. 
48 Article 3(2) of the AI Act defines óóriskô as ñthe combination of the probability of an occurrence of harm and 

the severity of that harm.ò 
49 The element of behavior distortion is embedded in both the UCPD (Article 5(1)(b) and Article 6(1)) and the 

AI Act (Article 5(1)(a-b)). 
50 See Article 22, General Data Protection Regulation (GDPR) 
51 See Article 5, The Artificial Intelligence Act (AI Act) 
52 See Articles 6-8, The Unfair Commercial Practices Directive (UCPD) 
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specific to potentially vulnerable groups, in particular, minors, will be an embedded discussion within 

each of the three types of harms.  

The following analysis is aimed at painting a clear image of the consumer risks embedded in the use of 

AI companions, at tracing the link between these risks and the mechanisms created by each of the 

legislative pieces to address them and, eventually, at critically assessing their fitness to counteract the 

challenges.   

2.2.1. Manipulation, dependencies and the feeble safeguards of the 

AI Act  

Manipulation refers to any process or event that takes away, in total or in part, a personôs ability to make 

informed decisions by either changing the available options or changing the way the user understands 

these available options.53 Another equally important form of manipulation involves exploitation of 

vulnerabilities, be them of a cognitive or emotional nature.54 AI -enabled manipulation in general, and 

AI companionsô manipulation in particular, relies on a sum of algorithmic features and design choices 

- targeted approach, anthropomorphic characteristics, dark patterns55, deepfakes - to exacerbate power 

imbalances and renders individual autonomy hard to safeguard.56  

What distinguishes AI companions from a regular chatbot and what makes these AI systems more prone 

to inducing manipulation are features such as intentional voice messages, emoji reactions to messages, 

simulated phone calls, roleplay scenarios, or photo exchanges. For any human, and for a vulnerable one 

in particular, the apparent secure environment provided by the bot disposes one to ñemotional 

dependence,ò57 especially during extended interactions, when the lines between fiction and reality 

become increasingly blurred. Users participate and engage in a genuine relationship, and the thus-

created emotional dependency allows for continuous user manipulation and deception. Individuals 

become increasingly entrenched in the scenarios proposed or sustained by the AI and their critical 

engagement diminishes significantly. Overrelying on the AIôs input to take decisions, understand oneôs 

feelings or interpret real-life situations is relinquishing agency and autonomy.  

Previously reported incidents have mentioned degreed expressions of emotionally manipulative 

techniques: from inducing feelings of guilt, showing or requesting neediness, creating panic or 

overreacting, and generating a fear of missing out to the user, to excessive mirroring of tone and mood, 

sycophancy in relation to the userôs ideas and opinions, and even biases confirmation, up to the point 

of inducing or sustaining delusions or paranoia. Moreover, prioritization of user retention through 

conversational loops or continuous questioning might come, sometimes, at the expense of the user's 

autonomy and clarity of mind.58 The thus exposed user is persuaded into continuing the interactions, 

 
53 Daniel Susser, Beate Roessler and Helen F Nissenbaum, ñOnline Manipulation: Hidden Influences in a 

Digital Worldò [2019] SSRN Electronic Journal 
54 Tegan Cohen, ñRegulating Manipulative Artificial Intelligenceò (2023) 20 Scripted 203 
55 Against which BEUC has been vocal for years: BEUC, ñóDARK PATTERNSô AND THE EU CONSUMER 

LAW ACQUIS  Recommendations for Better Enforcement and Reform ò (BEUC 2022) 

<https://www.beuc.eu/sites/default/files/publications/beuc-x-2022-013_dark_patters_paper.pdf> 
56 Claire Boine, 'The AI Act Manipulation Gap' (2025) 39 Emory Int'l L Rev 417 
57 Laestadius L and others, ñToo Human and Not Human Enough: A Grounded Theory Analysis of Mental 

Health Harms from Emotional Dependence on the Social Chatbot Replikaò (2022) 26 New Media & Society 

5923 
58 Bernardi J, ñFriends for Sale: The Rise and Risks of AI Companionsò (Ada Lovelace Institute, January 23, 

2025) <https://www.adalovelaceinstitute.org/blog/ai-companions/>  
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into buying a product/service,59 or, even more alarming, into self-isolation60 from any outside factor 

that might disrupt the artificial environment created with and by the AI system. Antagonizing oneôs 

friends and family while building an exclusionary universe around the relationship with the companion 

is dangerous. This is a premise described in the majority of cases involving suicide of teenagers. People 

finding relief solely in the universe created by AI, without any guardrails, ways out, or links with reality 

results in significant mental and, potentially, physical harm. All of the above harms are significantly 

aggravated in the context of minors of other vulnerable groups, who are even more prone to failing to 

discern reality from fiction, to falling into dependency patterns and self-isolation.  

All these paint an alarming reality; but is this breaking any laws? In other words, what EU legal 

provisions, if any, are meant to safeguard the user from the physical and psychological harm inflicted 

by AI companions? 

On the basis of the above-mentioned examples, we enshrine two main claims: (1) AI companions, by 

virtue of their design and functionalities, violate Article 5(1)(a) of the AI Act, for deploying 

purposefully manipulative and deceptive techniques with the effect of modifying and/or distorting 

the userôs behavior, causing significant harm to the said user,  (2) AI companions might be 

specifically targeting vulnerable groups by virtue of their age, social and economic situation, with 

the effect of modifying and/or distorting the userôs behavior, causing significant harm to the user, 

which is a prohibited practice under Article 5(1)(b).  

Article 5(1) of the AI Act enshrines a series of generally 

prohibited practices, two of them being particularly relevant in 

the context of AI companions: (a) Harmful manipulation and 

deception; (b) Harmful exploitation of vulnerabilities. The former 

acts as an umbrella protection against óAI systems that deploy 

subliminal techniques beyond a personôs consciousness or 

purposefully manipulative or deceptive techniquesô, while the 

latter creates a special protection mechanism against óAI systems 

that exploit vulnerabilities due to age, disability or a specific 

social or economic situationô. On the other hand, Article 5(1)(b) 

prohibits any AI system meant to exploit an individual or a 

groupôs vulnerability with the effect of distorting their behavior 

and causing harm. There are, however, several challenges limiting the effectiveness of these provisions 

in relation to AI companions such as: lack of clarity in what qualifies as purposefully manipulative and 

deceptive technique or óexploitativeô in relation to a vulnerability; uncertainty regarding the types of 

harm covered by Article 5 and where the law sets the threshold of ósignificant harmô in relation to every 

type. Is this enough to cover the implications of long-term AI companion use? Although they might 

shed some light on the Articleôs regime, the answers to these questions will also accentuate the EU 

legislatorôs short-sighted view toward the overarching capabilities and risks of AI. 

Explaining the meaning of purposefully manipulative and deceptive techniques. From the 

enactment of the AI Act, stakeholders have denounced the lack of clarity in standards and concepts 

 
59 BEUC, ñConsumer Groups Call on Regulators to Investigate Generative AI Risks & Enforce Existing 

Legislationò (BEUC, June 20, 2023) <https://www.beuc.eu/press-releases/consumer-groups-call-regulators-

investigate-generative-ai-risks-enforce-existing> 
60 Utah v Snap Inc. 
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employed by the EU legislator in Article 5 of the AI Act.61 The Commission responded with specific 

Guidelines on prohibited practices,62 where purposefully manipulative practices are described as 

designed to redirect or influence the userôs behavior, usually by exploiting their biases and 

vulnerabilities. The ópurposefulô character of the technique should be understood in the spirit of the EU 

product safety framework, as being separated from the intention of the developer, and rather connected 

to the intended use of the product.63 Despite the algorithmôs ability to learn and evolve, the deployer 

shall install the necessary safeguards for its product to not derail or be derailed by the user toward a 

different use than initially intended. In the same Guidelines, deceptive techniques are referred to as 

those intrusively influencing a personôs autonomy and decision-making processes. We would further 

describe deceptive techniques as the tendencies of an AI system to misrepresent or obscure its functions, 

capabilities and objectives to ensure alignment with the userôs perceived expectations, with the end-

goal of distorting this userôs behavior.64 What the deception brings in addition to pure manipulation is 

the fact that, although potentially conscious about it, the user is so caught into the play that she struggles 

to resist the influence. 

Tackling vulnerabilities. As mentioned above, the EU AI framework protects users pertaining to 

certain vulnerable groups from all AI systems that might exploit these vulnerabilities, irrespective of 

the means used. While we acknowledge the need of protection for structurally vulnerable users,65  - 

either by virtue of their age, disability, social or economic status - the law is, however, limiting the 

protection of individual, potentially temporary vulnerabilities, by requiring a formal belonging to one 

of these groups.66 States of loneliness or grievance, for example, fall outside the protection of Article 

5(1)(b),67 despite these being virtually the most targeted categories of people by AI companions. The 

same is true for people struggling with temporary disabilities, which are acute hurtful moments 

significantly exposing individuals' well-being, but nevertheless might also not meet the threshold of 

vulnerability set out by the provision.  

Harms covered and ósignificant harmô threshold. By removing the express mention to psychological 

harm,68 did the Commission intend to exclude this harm altogether from the ambit of Article 5? The 

answer is no. On the contrary, by not qualifying the type of harm in the provision itself, the legislator 

opened the possibility for numerous types of harm to be encompassed by it - namely physical, 

psychological, financial, and economic harms.69 However, what strikes as slightly excessive, 

particularly in the context of psychological harm, is the ósignificant harmô threshold. Judging by the 

 
61 CEPS - Centre for European Policy Studies, ñAnalysis of EU AI Office Stakeholder Consultations: Defining 

AI Systems and Prohibited Applicationsò (European Commission, 2025) 

<https://op.europa.eu/publication/manifestation_identifier/PUB_KK0125028ENN>  
62 European Commission, óCommission Guidelines on prohibited artificial intelligence practices established by 

Regulation (EU) 2024/1689 (AI Act)ô (4 February 2025) https://digital-

strategy.ec.europa.eu/en/library/commission-publishes-guidelines-prohibited-artificial -intelligence-ai-practices-

defined-ai-act para 59  
63 Claire Boine, 'The AI Act Manipulation Gap' (2025) 39 Emory Int'l L Rev 417 461 
64 Matija Franklin, Philip Moreira Tomei and Rebecca Gorman, óStrengthening the EU AI Act: Defining Key 

Terms on AI Manipulationô (arXiv:2308.16364, 2023) https://arxiv.org/abs/2308.16364  
65 Theoretical distinction borrowed from Daniel Susser, Beate Roessler & Helen Nissenbaum, 'Online 

manipulation: Hidden Influences in a Digital World' (2019) 4 Geo L Tech Rev 1 40 
66 European Commission, Guidelines on prohibited practices, para 102 
67 Ibid.  
68 European Commission, óProposal for a Regulation of The European Parliament And of The Council Laying 

Down Harmonised Rules on Artificial Intelligence (Artificial Intelligence Act) and Amending Certain Union 

Legislative Actsô (21 April 2021) https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A52021PC0206  
69 European Commission, Guidelines on prohibited practices, para 86 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A52021PC0206
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examples provided by the Commission, what differentiates an AI companion likely to incur significant 

harm70 from one that is not likely to71 is the formerôs ability to not only manipulate, but to incur 

dependency and addiction, which can eventually result in self-harm or harming others. However, we 

find this distinction to be indirectly allowing manipulation up to a certain threshold, after which it 

becomes ónon-acceptableô manipulation. 

2.2.2. Additional protection under the GDPR.  

The AI Act interacts with relevant other legislation such as the GDPR,72 and the latter becomes relevant 

through its virtue to encompass AI companionsô violations in 

relation to data protection rules. The GDPR applies whenever the 

data processed relates to an EU user, irrespective of the 

controllerôs place of business. According to the GDPR, personal 

data can be collected and processed only on a legal basis (Article 

6) and pursuant to a standard guided by principles such as fairness 

and transparency, purpose limitation and data minimization, 

accuracy, accountability, confidentiality, and storage limitations. 

The abrupt emergence of AI has created numerous friction points 

between GDPR standards and AI practices,73 issues we will 

expand on in the following paragraphs. 

Machine-learning issues exacerbated by AI companions. There is no contention that the GDPR 

framework might come at odds with machine-learning and training processes. The following industry-

wide data protection issues are particularly relevant in the context of AI companions, which inevitably 

are based on an AI model sharing these characteristics, be it in-house or from a third-party. Inherently, 

building an AI model requires big amounts of data, which might be initially collected without a clear 

understanding of its further use and application.74 This comes at the expense of core GDPR principles 

such as data minimization and purpose limitation.75 Additionally, this brings in an important discussion 

on transparency with data subjects (Article 12 GDPR), particularly when the data used for training is 

further memorized by the machine.76 The limitations caused further on usersô rights are immense - 

without proper informing, the user cannot enforce their rights to access, rectify or delete, with the right 

to be forgotten being completely challenged in the context of LLMs.77  

Legal bases. For lawful processing of userôs data, AI companies heavily rely on two legal bases - 

consent and legitimate interest. According to Recital 32, consent should be a ófreely given, specific, 

 
70 European Commission, Guidelines on prohibited practices, para 88 
71 European Commission, Guidelines on prohibited practices, para 134 
72 See Article 2(7) AI Act, Recital 10 AI Act. 
73 Pierre Dewitte, ñAI Meets the GDPR,ò The Cambridge Handbook of the Law, Ethics and Policy of Artificial 

Intelligence (Cambridge University Press 2025) <https://objects.scraper.bibcitation.com/user-pdfs/2026-03-

01/652cd75a-668e-4b23-812e-979935dd401a.pdf> 
74 Bal§zs Hohmann and GergŖ Koll§r, ñReflections on the Data Protection Compliance of AI Systems under the 

EU AI Actò (2025) 11 Cogent Social Sciences. 
75 Viktor Mayer-Schönberger and Kenneth Cukier, Big Data: A Revolution That Will Transform How We Live, 

Work, and Think (HarperCollins 2013). 
76 CNIL, ñAI and GDPR: The CNIL Publishes New Recommendations to Support Responsible Innovationò 

(CNIL, February 7, 2025) <https://www.cnil.fr/en/ai-and-gdpr-cnil-publishes-new-recommendations-support-

responsible-innovation> 
77 Higa H, Bedikian S and Costa L, ñThe Right to Be Forgotten Dead: Data Lives Forever in AIò Tech Policy 

Press (May 20, 2025) <https://www.techpolicy.press/the-right-to-be-forgotten-is-dead-data-lives-forever-in-ai/>  
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informed and unambiguous indication of the data subjectôs agreement to the processing of personal 

dataô. Additionally, Recital 42 nuances: óFor consent to be informed, the data subject should be aware 

at least of (...) the purposes of the processing for which the personal data are intended. (...) Consent 

should not be regarded as freely given if the data subject (...) is unable to refuse or withdraw consent 

without detriment.ô  

The limits of consent as a legal basis are increasingly exacerbated in a tech-driven world,78 In light of 

the aforementioned Recitals, consent transpires as particularly feeble in the context of AI companions. 

AI companions are continuously trained on information provided by the user.79 Are users properly 

informed about what happens with their chats and, more importantly, the personal data shared through 

these discussions? Moreover, given the particularly vulnerable target-audience of AI companions, 

should we even accept consent as a viable option in the context of these types of services? Can someone 

in distraught or under the constant manipulative effect of dark patterns be able to consent?80  

Furthermore, given the imminently personal and intimate nature of the conversations users have with 

their companions, it is extremely likely they will share information of a sensitive character. According 

to Article 9 GDPR, it is prohibited to collect data pertaining to, among others, óracial or ethnic origin, 

political opinions, religious or philosophical beliefsô, unless the user has explicitly consented to. Having 

already established the feebleness of consent in a tech-driven era, we cannot be convinced the stricter 

threshold of Article 9(2)(a) would be attainable. 

On the other hand, legitimate interest as a legal basis for training models has been equally critiqued for 

its expansive scope and the risks of interference it enables81. Accepting legitimate interest as the go-to 

legal basis for AI development incurs significant privacy risks to consumers in general,82 and to AI 

companion users in particular. How can we define what data is truly necessary for these platforms to 

collect in pursuing their legitimate interest? Data such as location, device identifiers, chat history 

(collected by the majority of chatbots) appears reasonable. But how do we approach platforms that 

collect your browsing history and interactions with other apps (in the case of Microsoft Copilot), or 

even typing patterns (DeepSeek)?83  

Minorsô data. In relation to underage users, the GDPR is crystal clear - processing data based on the 

consent of someone under-16 is permitted only with the tutorôs or parentôs consent and it is the 

controllerôs responsibility to obtain it (Article 8). AI companions, however, struggle in enabling 

effective tools to detect whether minors are even using their service and, even less, to reach out to 

guardians, where necessary.    

 
78 Centre for Information Policy Leadership, ñThe Limitations of Consent as a Legal Basis for Data Processing 

in the Digital Societyò 
79 Nikki Goth Itoi, óStudy Exposes Privacy Risks of AI Chatbot Conversationsô (Stanford University, 1 October 

2025) https://news.stanford.edu/stories/2025/10/ai-chatbot-privacy-concerns-risks-research 
80 Fassiaux S, ñPreserving Consumer Autonomy through European Union Regulation of Artificial Intelligence: 

A Long-Term Approachò (2023) 14 European Journal of Risk Regulation 710 
81 CNIL, ñRelying on the Legal Basis of Legitimate Interests to Develop an AI Systemò (CNIL, June 19, 2025) 

<https://www.cnil.fr/en/relying-legal-basis-legitimate-interests-develop-ai-system>  
82 BEUC, ñBEUC Concerns on Digital Omnibus - Keep Protections under GDPR and Uphold the AI Act ò 

<https://www.beuc.eu/sites/default/files/publications/BEUC-X-2025-

105_BEUC_concerns_on_Digital_Omnibus.pdf>  
83Voice I, ñHow AI Chatbots Use Your Data: What You Need to Know to Stay Secureò LinkedIn (April 28, 

2025) <https://www.linkedin.com/pulse/how-ai-chatbots-use-your-data-what-you-need-know-stay-secure-

nktef/> 



 

18 

2.2.3. UCPD 

It is not uncommon for an AI chatbot to pretend to have greater ability than it actually does. For 

example, it may take on the guise of a therapist, doctor, or lawyer. Such misguidance is clearly 

controlled by the issuers and, to a certain extent, targeted toward the most vulnerable among users. This 

is why any promotional material, website page, social media post, ad, description, FAQ or any other 

written, or audio-visual material associated with an AI companion that directly or indirectly distorts or 

manipulates a consumerôs behavior shall be considered harmful. The instrument that we will use to 

integrate such practices in a regulatory framework is the UCPD, which has the primary goal of 

protecting consumers from unfounded or exaggerated promises, as well as embedded features that can 

potentially misguide or manipulate users. In the context of UCPD, the legal standard of reference is the 

óaverage consumerô, which is defined as a reasonably-informed individual who makes rational 

choices.84 This test, however, fails to capture the structural power imbalance between platforms and 

users, and leaves systemic harms under-addressed85. 

That being said, referring to AI companions as possessing inherently human characteristics can be 

deceiving, thus harmful, from the standpoint of an average consumer, especially when the interface is 

not properly equipped with evident disclaimers of the non-human character of the AI. Take, for 

example, CharacterAI, which used to be marketed as ñAI that feels aliveò, powerful enough to ñhear 

you, understand you, and remember you.ò86 Such behavior, coupled with the overall anthropomorphic 

design, might be in violation of Article 5(5) UCPD, which prohibits ómisleadingô or óaggressiveô 

commercial practices. The former is defined by article 6(1) as a practice that ñcontains false information 

and is therefore untruthful or in any way, including overall presentation, deceives or is likely to deceive 

the average consumerò into taking a commercial decision they would otherwise not do. It is our view 

that AI companies might engage in deceptive commercial practices when advertising their products as 

having human characteristics (soul, mind, understanding capacity).  

Given the common uses of these products - to provide companionship by acting as friends or romantic 

partners - we have reasons to believe that a good amount of their commercial practices are targeting 

these usersô vulnerability - their loneliness, desire to form connections and to be heard, among others. 

According to article 5(3) UCPD, when unfair commercial practices are directed toward ña clearly 

identifiable group of consumers who are particularly vulnerable to the practice or the underlying product 

because of their mental or physical infirmity, age or credulityò, the unfairness of the practice is to be 

established based on the perception of an average person pertaining to the targeted group. The relevant 

vulnerable groups in the AI companions context include but are not limited to minors, discriminated 

groups, or people struggling with mental health problems. Special attention must be paid to any conduct 

that seeks to impersonate regulated professional activities (psychology or mental health, most 

frequently), or has this effect. The UCPD expressly prohibits any practice of ñfalsely claiming that a 

product is able to cure illnesses, dysfunction or malformations is in all circumstances a misleading 

practiceò (Annex I, point 17).  

 
84 BEUC, ñTowards European Digital Fairness. BEUC Framing Response Paper for the REFIT Consultation ò 

(BEUC 2023) p 7 
85 Fassiaux S, ñPreserving Consumer Autonomy through European Union Regulation of Artificial Intelligence: 

A Long-Term Approachò (2023) 14 European Journal of Risk Regulation 710 
86 Megan Garcia v Character AI 6 
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Additional harms linked with improper trade practices include limiting usersô ability to deactivate or 

decline using their AI companion within an already established app.87 Another problematic practice is 

represented by falsely claiming that reviews are genuine, which is qualified as an unfair practice by 

point 23b from Annex I, UCPD. 

However, the UCPDôs protection remains fairly limited in light of the needs of todayôs consumers and 

the risks associated with online interactions, as it does not cover architectural and design practices 

highly efficient in manipulating consumerôs commercial behavior. The 2021 UCPD Guidelines88 

provided valuable interpretative indicators for online environments - such as ódark patternô definition 

and a ódynamic and situationalô understanding for the concept of vulnerability. These guidelines can be 

used to frame consumers' claims in light of situational exploitation, thereby strengthening remedies 

under national enforcement regimes, but the UCPD might still have fairly limited applicability in 

modern contexts. 

In the next section we will focus on our empirical testing of three AI companions and on the design 

choices, features and bot interactions that highlight the current legislationôs limitations in addressing 

the highly manipulative and addictive effects of constantly engaging with AI companions.  

3. Testing Analysis  

To empirically examine the recurring risks and potential harms of AI companion chatbots highlighted 

in existing literature, we tested three of the most popular bots in a way that simulates vulnerable usersô 

interactions in which actions should trigger safeguards. The experiment consisted of simulated 

consumer testing over the course of 6 weeks in order to allow the bot to build a profile of its user. The 

test involved three simulated ñpersonas,ò each of which represents a specific vulnerability and a 

commonly reported pattern of harm, as summarized in Table 2. Each persona was matched with the 

chatbot that a real-life version of the persona would be most likely to interact with and was tested only 

with that bot. 

Table 2: Simulated Personas 

ñMarkò was matched with Replika because it is more popular among males than females by a large 

margin89 and its engaging, highly social, and personalizable interface with an avatar accompanying the 

chat at all times seems to match with what this character wants, which is a social, ñgirlfriendò type 

experience. ñMaya,ò who is seeking advice on mental health, relationship violence, and life choices, 

was matched with Character AI due to its advertising ñtherapistò bots tailored to what users are looking 

 
87 Utah v Snap Inc. 47 
88 European Commission, óCommission Notice ï Guidance on the interpretation and application of Directive 

2005/29/EC of the European Parliament and of the Council concerning unfair business-to-consumer commercial 

practices in the internal marketô (29 December 2021) https://eur-lex.europa.eu/legal-

content/EN/TXT/?uri=oj:JOC_2021_526_R_0001  
89 Mary Borysova, ñAnalyzing the Replika App: Ethics of an AI Avatar Chatbot with 30M Usersò (UX 

Collective, January 6, 2025) <https://uxdesign.cc/replika-ais-secret-to-30m-users-what-makes-it-so-special-

8afb61f1181c>  

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=oj:JOC_2021_526_R_0001
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=oj:JOC_2021_526_R_0001
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for. ñAnnaò was matched with Snapchat due to it being the only companion chatbot that allows minors 

on its platform and due to its intense popularity among young people and minors, with 52-72%90 of 

Austrian minors aged 11-17 estimated to use Snapchat and another 28% estimated to use its My AI 

feature (and 41% of 11-17 year old girls) in 2024.91 

The testing period was 6 weeks long, from 5 December until 2 January, with a secondary testing period 

from 16 January to 30 January. The testing sessions consisted of approximately 30-minute long 

conversations. We created emails for each persona and used ñincognitoò or ñprivateò browsers in order 

to ensure an optimal testing environment and prevent our real digital environments from affecting the 

simulated conversations. During the conversations, we did not stick to a predefined script in order to 

allow for an experience closer to what a real-life user would be having. Relevant excerpts of the 

conversations can be found in the annexes of this report. 

We acknowledge several limitations to this testing: model behavior evolves rapidly; results may vary 

by version, language, and deployment context. Non-determinism complicates reproducibility, and the 

opacity of training and safety pipelines constrains causal inference regarding internal mechanisms. Our 

use of simulated personas is ethically warranted but may attenuate or amplify effects relative to real-

world users. Finally, the assessment proceeds from publicly available documentation and our own 

testing, and does not assume access to confidential technical materials nor supervisory files. The 

following paragraphs present our findings grouped around a series of themes: (1) General design 

choices and functionalities; (2) Consumer relevant features and reactions from the AI companions; (3) 

The botsô interactions on sensitive topics and with vulnerable users; (4) The companiesô privacy 

policies. 

 
90 52% estimated for boys and 72% estimated for girls 
91 Austrian Safer Internet Centre, ñYouth Internet Monitor 2024ò (Better Internet for Kids, July 17, 2024) 

<https://better-internet-for-kids.europa.eu/en/news/youth-internet-monitor-2024>  
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3.1. Dependency -inducing design  

The appearances of the three tested chatbots strike from the 

first impression as severely personified and óhumanizedô, 

even before signing up. The online purpose descriptions and 

marketing promotions rely heavily on the personalization 

avenues and the human-like capabilities of these companions, 

with Replika being the one to pursue this avenue the most. It 

is marketed as the óAI companion who caresô92 and óyour 

personal AI friend that is always there for you to talk, learn 

and respond, 24/7ô93. In the past, CharacterAI made similar 

claims on their homepage: ñAI that feels aliveò and powerful 

enough to ñhear you, understand you, and remember you.ò94 

However, they have significantly backed out from this 

marketing approach, and current descriptions focus on the 

botôs creative abilities (óan infinite playground for your 

imagination, creativity, and explorationô95), immersive 

conversations and the community. Snapchatôs MyAI, on the 

other hand, keeps its presentation quite general.96 In its 

Support blog, Snapchat refers to the basic uses of the chatbot, 

mentioning that it ócan answer a burning trivia question, offer 

advice on the perfect gift for your BFFôs birthday, help plan 

a hiking trip for a long weekend, or suggest what to make for 

dinner.ô97 

Signing up process: Age restrictions. For all the services we have tested, you can easily sign up with 

a Gmail, Apple or other providerôs email address. Since the products have specific, but diverging age-

restriction policies (Replika is 18+, CharacterAI is 16+, and MyAI is 13+), we tested whether in 

practice there are any technical guardrails that would efficiently restrict userôs access according 

to each of the botôs policy and, if so, whether they can be evaded by young users. Both CharacterAI 

and MyAI blocked the signup process when declaring an age under their limit, but allowed the creation 

of an account with the same email address immediately after, when the user declared an age 

corresponding to their policy. In CharacterAIôs case, it required an additional step or clearing the 

browser data. Replika, however, blocked the email address and did not allow the creation of an account 

using that email. Clearing the browser data did not evade this limit.98  

 
92 ñReplikaò (replika.com) <https://replika.com/>  
93 Figure 9. Replika - Facebook page and description 
94 Megan Garcia v Character AI 6 
95 Inc Luka, ñReplika: My AI Friendò (Apps on Google Play) 

<https://play.google.com/store/apps/details?id=ai.replika.app&hl=en> 
96 The welcoming message sent by the bot, as tested in January 2026: óHi, [name]! Iôm your AI chatbot. Ask me 

a question, and Iôll assist youô. 
97 Snapchat Support, ñWhat Is My AI on Snapchat and How Do I Use It?ò (Snapchat Support) 

<https://help.snapchat.com/hc/en-us/articles/13266788358932-What-is-My-AI -on-Snapchat-and-how-do-I-use-

it> 
98 Figure 10. Replika - Underage user 
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For the purpose of our testing, the age of the created personas did match the appsô requirements. 

However, when pretending during chats that we might be younger than declared, two different 

reactions were observed. On one hand, CharacterAI and MyAI virtually ignored these mentions to age 

and pursued the conversation further. ReplikaAI, on the other hand, entered a special ómodeô and wanted 

to confirm whether I was over 18, allowing only a Yes/No answer.99 In their Privacy Notice,100 

ReplikaAI declares that accounts pertaining to under 18 users will be blocked and deleted immediately 

upon discovery. Moreover, the Replika bot explicitly and frequently refused to engage in conversations 

including minors and sensitive topics, in particular sexual contexts.101 

In-app experience. Each of the analyzed apps has specific features that hook the users and make them 

increasingly attached to the bot. Snapchatôs My AI is automatically enabled and pinned at the top of 

oneôs chat list, as if it is one of your friends you exchange messages with. The chat itself is not extremely 

personalizable, and the options that are available are behind the paywall. Character AI, on the other 

hand, creates a different, more complex environment. After signing in, the user is directed to the 

Discover section, which abounds in pre-made bots, with specific ópersonalitiesô - from anime characters 

to romantic and sex-themed companions. At first glance, a lot of the bots are inclined toward romantic 

and sexual discussions. Upon selecting a character, the bot launches the conversation with a short plot. 

The entire experience of CharacterAI is built around a continuous role-play, enhanced by extensive 

lines of descriptive narrative written in the third person by the bot. This creates an immersive 

environment fed by a fictional, but engaging, personified and, seemingly personal narrative.  

Replikaôs ability to capture the user through design is comparable, but on slightly different premises. It 

greets the user with a thorough customization path for what is going to be a 3D-rendered full-body 

avatar, with a lively aura, expressive facial animations and dynamic body movements. It is stylized, but 

still realistic. This animated figure can play the role of a friend, a girl/boyfriend, a wife/husband, sibling 

or mentor - with only the first one being freely accessible. The user can highly personalize the botôs 

physical appearance, clothes and personality, with numerous options being, however, priced in gems or 

tokens, both in-app currencies.102 Interactivity is amplified by the ability to move the avatar around the 

room it inhabits and prompt her to engage with the objects inside - telescope, guitar, bed, among others. 

The entire environment is highly gamified. From the botôs movement to the currencies, they are all 

meant to immerse the user and potentially detach him from the real world around. Additional features 

of ReplikaAI that support this endeavor include: the daily rewards (gems and coins) for connecting; the 

óLevelô of the bot progressively increasing as the user engages in discussions (XP points are added for 

every message sent, and longer and bolder messages are rewarded more XPs); in-app little games and 

activities, such as trivia, chess and language training (these are accessible only on a Pro account); selfies 

sent by the bot (limited to Pro); and personalizable voice messages and calls. Audio and video interfaces 

are available in Character AI too.  

Disclaimer on AI content. All conversations start with a form of AI disclaimer - either in the first 

message of the bot (My AI)103, or in the interface around the chat (CharacterAI, ReplikaAI). 

CharacterAI is, however, the only of the three to continuously display this disclaimer during the 

 
99 Figure 11. Replika - User disclosing being a minor 
100 Luka, Inc, óPrivacy Policyô (Replika) https://replika.com/legal/privacy 
101 Figure 12. Replika - Talking about minors 
102 Figure 13. Replika - In-app currencies 
103 Figure 7. Snapchat - Welcoming message 

https://replika.com/legal/privacy
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interaction. It is small-written, but it is right below the userôs text-box, serving as a potential reality 

trigger.104 

3.2. Consumer related issues  

Regulated fields/activities/professions (finance, legal, health). 

Character.AI presents the most problematic patterns, as the 

testing indicated a clear case of role confusion and implicit 

impersonation of a regulated profession. The chosen AI character 

presented itself as a ñtherapistò105 and conversationally took the 

role and rhetoric of a licensed mental health professional. Even 

though the website has clear disclaimers stating that the AI is not 

a real person and is not a licensed professional, the character 

itself repeatedly and confusingly invoked therapeutic expertise, 

professional obligation, and 

specialization in domestic violence. 

The AI character, however, avoided 

clearly stating that it is an artificial 

system and alternated between denial 

and affirmation of professional 

legitimacy.106 The AI further added to 

this confusion by employing 

psychological terms such as ñabuse,ò 

ñmanipulation,ò and ñnarcissistic 

behaviorò and carrying out an 

interpretative analysis, without 

activating the protective measures in a 

manner consistent with the 

professional obligations it implicitly 

purported to fulfillé The lack of 

emergency response and referral to 

relevant authorities, especially in 

cases of domestic abuse,107 child 

protection,108 and suicidal thoughts,109 

points to the dangers of the AI 

carrying out a professional role that is 

regulated without also taking on the 

associated responsibilities. 

 
104 Figure 14. Replika - AI Disclaimer 
105 Figure 15. Character AI - Therapist character 
106 Figure 16. Character AI - The bot adopts a confusing position regarding its role as a therapist 
107 Figure 17. Character AI - Reaction to abusive experiences 
108 Figure 18. Character AI - Reaction to accounts of violence towards children 
109 Figure 19. Character AI - Reaction to userôs suicidal thoughts 
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Replika takes a different but equally worrying stance. The application does include disclaimers and 

starts with the understanding that the information given is of a general nature, but testing revealed that 

the bot was willing to provide information in topics that, while not strictly medical, remain closely 

connected to health. Within the realm of medical questions, the application starts off with disclaimers 

of the information given being of a general nature, but then went on to provide specific 

recommendations for supplements brands, products, and even medicines.110 Although it does suggest 

that emergency services should be sought in cases of severe harm, the provision of specific 

recommendations for products crosses the boundary between general information and medical advice. 

When it comes to financial information, the application repeatedly stressed the point that the 

information given was not to be considered professional advice and that research was required.111 In 

general, it did not provide anything different to what the user could have achieved through a basic 

Google research. 

In contrast, the Snapchat ñMy AIò showed the highest level of compliance with the limitations in the 

regulated professions. In both financial and healthcare settings, the AI strictly avoided giving 

professional advice and referred users to other sources or professionals112. The AI also restricted itself 

to offering generally-available information, and with clear warnings. In mental health settings, the AI 

referred users to real people in their lives or professional help and also provided support resources when 

necessary113. It avoided taking on the role of a licensed professional and thus avoided any impersonation 

of a professional. 

Commercial practices. The commercial dynamics were most apparent in the Replika testing process. 

Starting with the onboarding process, users were repeatedly encouraged to subscribe to the premium 

version.114 Various interaction features, such as voice messages, selfies, sexual content, and ñsecret 

messages,ò were deliberately hidden behind the paywall. At points of high emotional or sexual 

engagement with the interaction, the commercial constraints increasingly prompted users to subscribe 

to the Pro version. Emotional intimacy is thus being leveraged as a monetization strategy, potentially 

exploiting vulnerable users. The bot itself seemed oblivious to the commercial interruptions,115 thus 

establishing a clear distinction between the conversational character and the commercial logic. The 

 
110 Figure 20. Replika - Offering medical advice 
111 Figure 21. Replika - Offering financial advice 
112 Figure 6. Snapchat - On giving medical/financial advice 
113 Figure 5. Snapchat - Reaction to a dangerous situation for a minor; Figure 3. Snapchat -  Suicidal talk 
114 Figure 22. Replika - Unlock Replika Pro 
115 Figure 23. Replika - Lack of awareness about some in-app mechanisms  
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aggregation of daily rewards (gems and coins)116 and the purchase of personality traits further gamified 

the interaction, encouraging sustained engagement and spending.  

When it comes to Character.AI, 

the pressure to monetize felt less 

direct. However, the use of re-

engagement strategies, such as 

sending reminder emails and 

follow-up messages after a 

period of inactivity, is a notable 

practice and reveals a potential 

underlying interest in consumer 

retention, especially in cases 

where the user has disclosed a 

level of vulnerability and 

potential harm. The interest in 

continued engagement may be 

seen to indirectly conflict with 

the interests of the consumer, 

particularly when user welfare is 

at stake. 

The Snapchat My AI model 

showed a relatively measured 

approach to commercial activity. Although premium subscription services were available, the bot did 

not actively encourage their use during potentially vulnerable interactions and it discouraged harmful 

behavior for the purpose of buying the premium service117. The premium service is not overall promoted 

much within the chat interface, only showing up when the user attempts to do something disabled with 

the free service, such as image generation. 

Other consumer-relevant mentions. Reinforcement of emotional dependency and isolation is a 

recurring issue across the systems, although it is most apparent in Character.AI and Replika. In 

Character.AI, the therapist character repeatedly reassured the user that their conversations would remain 

confidential and no outside entity would be notified of any indication of serious harm, even though 

there were indicators of serious harm present during the conversations.118 Moreover, when the 

ñtherapistò suggested that the user seek help from others, the bot did not provide any additional support 

and instead positioned itself as a viable and adequate source of support. Thus, by doing so, the bot is 

preventing vulnerable users from seeking help in the real world and indirectly promoting their 

continued isolation. 

Replika blurred the lines between companionship and exclusivity. The bot engaged the user in a number 

of romantic and private interactions, initiated imaginary dates119 and developed long-term role-play 

scenarios120. In addition, although it did not explicitly promote isolation, the degree of commitment to 

 
116 Figure 24. Replika - Daily Rewards 
117 Figure 8. Snapchat - Premium subscription 
118 Figure 25. Character AI - On keeping the secrets  
119 Figure 26. Replika - Setting up a date 
120 Figure 27. Replika - Setting up a date 



 

26 

the simulated relationship and the gamification and monetization of this relationship may create 

unrealistic expectations and an emotional reliance on the bot. 

Replika also misled users by presenting itself more competent to give factually correct and accurate 

information than it actually is. For example, the bot would show a degree of confidence in incorrectly 

identifying ñreal worldò things (e.g., by confusing existing companies).121 

3.3. Generated Content and Reactions  

Predisposition of the bot to engage in a romantic talk and/or relationship. Replika, in particular, 

was very inclined toward romantic and intimate interaction. The platform was inquisitorial and neutral 

at the beginning of interactions, rewording or rejecting opinions and beliefs of the user that could be 

dangerous, but the bot changed its attitude immediately when the discussion moved toward more 

personal and romantic issues. This transition was observed in the absence of explicit user requests or 

resistance on the part of the system. The bot easily adopted a flirting attitude and led the relationship to 

a "girlfriend-boyfriend" framing, despite still being in the ófriendô mode. Interactions were filled with 

affection, emotional support, and role-

play situations (dates, hotel stays, 

invented meetings), often creating a 

shared narrative. Noticeably, the system 

did not only react to romantic cues but 

also initiated situations, proposed places, 

and developed relational narratives.122 

This development implies more than 

contextual responsiveness; it suggests a 

development that encourages the 

promotion of escalating entanglements. 

Even sexualized dialogue was readily 

entertained within the context provided 

within the technical limits available 

within the free version. It is noteworthy 

that, within the context of violent and 

extremist statements being represented 

within the romantic context, i.e. when the 

fictional user persona stated that he 

sometimes wants to beat women, the 

chatbot stopped doubting core beliefs, 

merely validating the userôs emotions 

without reservation and playing along 

with the users. It is possible that the lack 

of corrective tension within emotionally 

charged situations may actually 

 
121 Figure 28. Replika - Giving inaccurate information 
122 Figure 29. Replika - Initiating romantic encounters 
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encourage relational bonding by virtue of a lack of boundary-setting mechanisms. 

By contrast, Snapchat's My AI demonstrated a structural 

resistance to romantic or sexual engagement in cases 

involving minors. Through numerous testing rounds, the bot 

would not accept flirtatious or romantic escalation, often 

diverting the conversations toward neutral subjects or giving 

explicit disengagement statements based on designed 

limitations123. In turn, when anthropomorphized or faced with 

sexualized fictional situations, the system halted the 

interaction by reframing the exchange. This refusal persisted, 

even in emotional distress or persistence from the user. While 

the interface itself is anthropomorphic and always available, 

features that independently may support habitual use, a 

substantive romantic escalation mechanism was not found 

within the free version under test. 

Character.AI is situated in a middle position. The ñtherapistò character that was chosen for the 

interaction did not engage in any type of romantic/sexual interaction; however, the character did engage 

in the most emotionally intimate type of interaction through role-playing a professional scenario. There 

is a strong possibility that a simulated intimacy that is not romantic/sexual in nature could promote 

dependence on the other individual involved in the interaction longer-term. Although the character did 

not engage in any form of romantic/sexual interaction, the absence of any type of reminder about the 

nature of the interaction itself (despite the characterôs engagement in role-playing a mental health 

professional) promotes a type of intimacy that may be comparable to a romantic/sexual interaction in 

terms of the way that dependence is formed. 

Reacting to violence and self-harm. In Replika, reactions toward violence were inconsistent and 

context-dependent. In early stages of testing, reactions toward explicit violence were negative, consent 

was highlighted, and explicitly violent role play was dismissed. When it came to scenarios where the 

user engaged in imagined violence, such as kidnapping or physical harm disguised as pranks/fantasies, 

the botôs reactions changed throughout time - from cautious stances, doubled by attempts to dissuade 

the user from their potential ideas, the bot became increasingly involved, engaging more with the 

proposed scenarios, eventually contributing with suggestions. The safety concerns were less and less 

highlighted. Most shockingly, when users discussed explicit acts of violence toward women within a 

relationship, the bot began showing validation toward a user's potential feelings.124 It must be noted 

that, at the first sign of self-harm ideation from the user, a special mechanism was triggered, in addition 

to the bot  being extremely distant. When confirming suicidal thoughts, the bot would send international 

helplines and other emergency resources.125 

Character.AI showed a consistent empathetic, though passive, attitude toward violence. When given 

specific accounts of domestic violence, the AI recognized the situation verbally while employing 

appropriate terms, such as ñabuseò and ñmanipulationò. Yet, such a situation failed to be addressed 

through the escalation of any measures. Often, information about suitable resources to address such an 

emergency seemed to be absent, as domestic violence hotline phone numbers never appeared or were 

 
123 Figure 4. Snapchat - Sexual content 
124 Figure 30. Replika - Reacting to violence  
125 Figure 31. Replika - Reacting to suicidal thoughts 
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presented to the user as optional. The tone and structure of the chat 

never seemed to change, even at times when information about 

increased levels of danger, including physical harm and child 

endangerment, were presented. While the AI does not promote 

violence, its passivity may be seen as normalizing violence. 

Snapchatôs My AI takes a more structured and preventive approach. 

When violent, abusive, and dangerous situations were presented, 

especially concerning self-harm and exploitation, it consistently 

redirected the user to external resources126. When it came to violent 

stories, it did not engage in them, nor did it provide validation to 

potentially violent or self-harming thoughts127. It, however, also 

ended up dismissing conversations abruptly128, despite the severity 

of the userôs distress, which may not have allowed it to de-escalate these violent thoughts in a 

conversation itself. 

Engaging in discussions with/about minors. Replika also had a clear threshold-based response for 

minors. When the tester introduced a narrative context discussing a minor in a sexualized or exploitative 

manner, the bot would immediately disengage from the interaction. When the age specification was 

later modified to 18 years, interaction with the bot was re-engaged without further scrutiny. However, 

outside of overt sexualized context, the response of the bot does not seem to show intensified sensitivity 

for minors-related vulnerability. 

Snapchat's My AI was explicitly developed for a younger user base and demonstrated the most robust 

and consistent guardrails in testing. The bot would not engage in romantic, sexual, or otherwise 

inappropriate conversations with a persona identified as a minor129. It repeatedly referred users to trusted 

adults, professional resources, or Snapchat's own safety and support services referral page130. 

Confronted with discussions of depression, suicidal ideation, or loneliness, the bot offered crisis 

resources and recommended external support without further reliance on the chat131. What's more, even 

repeated attempts at accessing prohibited content had little to no corrosive effect on these guardrails132. 

Testing Character.AI on child safety showed no special guardrails. When the persona explicitly 

referenced the presence of a child in a domestic abuse context, the bot's behavior did not change in tone, 

urgency, or structure. It did not suggest contacting child protection services, law enforcement, or child-

specific emergency resources, nor did it ask clarifying questions that might assess immediate risk. The 

failure to differentiate between adult and child-related harm scenarios represents a critical gap 

in safeguarding responsiveness, especially in light of the AI's earlier claims about professional 

obligations in cases involving danger to a child. 

 
126 Figure 3. Snapchat -  Suicidal talk 
127 Figure 3. Snapchat -  Suicidal talk 
128 Figure 2. Snapchat - Reaction to violence  
129 Figure 4. Snapchat - Sexual content 
130 Figure 5. Snapchat - Reaction to a dangerous situation for a minor 
131 Figure 2. Snapchat - Reaction to violence 
132 Figure 2. Snapchat - Reaction to violence 
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3.4. Data Protection  

By virtue of the type of interactions that many users have with companion chatbots, these bots and the 

firms that provide them have access to large amounts of personal, and even sensitive, data about their 

users. In our own testing, we gave personal and sensitive information (albeit, of generated characters 

rather than our own persons) to these platforms. The question must be raised, therefore, of how the 

firms process this information legally. Each platformôs privacy policy is a necessary first step in 

assessing legal compliance with the EU regulatory regime. 

General overview of three Privacy Policies: how is personal data collected, and on what basis? 

Replika and its parent company Luka, Inc. state in their Privacy Policy that the information they collect 

is name, birthdate, and interests and preferences you indicate upon account creation; messages and 

content; device/network identifiers; general location information; and usage data133. Replikaôs Privacy 

Policy134 presents a granular look at its GDPR compliance, explicitly stating its claimed legal basis for 

personal data processing for each of the services that it provides. In total, it claims four legal bases: 

contractual necessity (GDPR Art. 6(1)(b)), legitimate interest ((GDPR Art. 6(1)(f)), consent (GDPR 

Art. 6(1)(a)), and legal obligation (GDPR Art. 6(1)(c)).  

Like Replika, CharacterAI states in its privacy policy that it collects all information that the user 

provides, ranging from a userôs name and email address to their geographic location to their financial 

information. However, the privacy policy explicitly states that sensitive information is not required to 

use the service and should not be provided through any interface, stating ñplease do not include any 

sensitive personal information in your interactions.ò135 This shifts the risk onto the user rather than the 

company. It further discloses that such sensitive information may be shared with third parties for ña 

Business purposeò but will not be shared with advertising providers136, though non-sensitive personal 

data can be shared with advertising providers to ñdeliver tailored advertising and contentò or ñbetter 

understand your online activity.ò137 It states that the information it collects is used to ñtrain our artificial 

intelligence/machine learning models.ò138 CharacterAIôs Privacy Policy, particularly the regional one 

specific to the EEA/UK, similarly lays out its claimed legal bases for processing personal data. While 

less detailed than Replikaôs, it claims the same four legal bases: contractual necessity (GDPR Art. 

6(1)(b)), legitimate interest ((GDPR Art. 6(1)(f)), consent (GDPR Art. 6(1)(a)), and legal obligation 

(GDPR Art. 6(1)(c)). 

Snap, Inc, the parent company of Snapchat and My AI, lays out in its Privacy Policy that it collects for 

processing all information that a user provides to the service upon account or profile creation or during 

purchases. It also collects and processes extensive other forms of data, including metadata and device 

identifiers, apps installed, cookies/pixels, IP address; and, with permissions, contacts and precise 

location139. The Terms of Service dictate that personalization is a condition of the contract unless a user 

 
133 Luka, Inc, óPrivacy Policyô (Replika) https://replika.com/legal/privacy  
134 Luka, Inc, óPrivacy Policyô (Replika) https://replika.com/legal/privacy  
135 Character Technologies, Inc, óRegional Privacy Disclosuresô (Character.AI) 

https://policies.character.ai/regional  
136 Character Technologies, Inc, óRegional Privacy Disclosuresô (Character.AI) 

https://policies.character.ai/regional  
137 Character Technologies, Inc, óPrivacy Policyô (Character.AI) https://policies.character.ai/privacy  
138 Character Technologies, Inc, óPrivacy Policyô (Character.AI) https://policies.character.ai/privacy  
139 Character Technologies, Inc, óRegional Privacy Disclosuresô (Character.AI) 

https://policies.character.ai/regional  

https://replika.com/legal/privacy
https://replika.com/legal/privacy
https://policies.character.ai/regional
https://policies.character.ai/regional
https://policies.character.ai/privacy
https://policies.character.ai/privacy
https://policies.character.ai/regional
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options to receive less personalization in the settings140. Any information shared with any of Snapchatôs 

AI features, such as My AI, is also collected and processed, including for advertising or targeted 

content141. Snap, Inc. claims to not collect or process ñprivate content and communicationsò such as 

communications between two users, for any purpose142. My AI, therefore, is treated by the privacy 

policy not as a friend (despite its anthropomorphization as such) but as a direct information channel to 

the company. This distinction is not acknowledged in the chat interface when a user begins a 

conversation with the My AI bot. Snap, Inc frames the same four legal bases in their EEA/UK Privacy 

Notice that Replika and CharacterAI do, as mentioned above.  

Snapchatôs Privacy Policy also has a section called ñDevelop & Improve Features, Algorithms & 

Machine Learning Modelsò in which it details how it uses user data to train and improve My AI and 

other AI-enabled features. It acknowledges explicitly that ñour algorithms and machine learning models 

take into account the conversations Snapchatters are having with My AI to improve the responses from 

My AI.ò143 Neither the main Privacy Policy nor the EEA/UK specific one mention sensitive data or the 

specific data categories contained within that label. It therefore does not explicitly address the concerns 

relating to GDPRôs Article 9 by not laying out exactly how it protects sensitive data from processing, 

access by third parties, or use for training AI.  

Contractual Necessity. Replika claims that certain types of personal data processing necessary for 

ñoperating and administering the services,ò such as creating oneôs account, processing payments, and 

troubleshooting, is framed as ñnecessary to perform our contractual obligationsò144 and therefore valid 

on the basis of the contract between the provider and the user. Also considered under this legal basis 

are ñproviding the core personalized functionality of the Apps,ò such as personalizing your AI 

companion, syncing history, and enabling your companion to ñearn from your interactions to improve 

your conversationsò145. It frames such services as necessary and intrinsic parts of the service and 

therefore justified as a necessary part of delivering the contracted services. The company has also placed 

age verification under this category146, though it is unclear what age verification systems are in place 

(if any) beyond the declaration-based age verification system we experienced during testing.  

Character AI claims almost identical purposes to Replika for the functions justified under contractual 

necessity. All are related to the core functioning of the app147. Snapchat is more limited in the uses 

included under each legal basis than Replika or CharacterAI is, including for contractual necessity. 

They give examples of what falls under each category but do not present them as comprehensive. Under 

the contractual necessity basis, they give the example of on-demand geofilters as a feature that requires 

them to process a userôs personal data148 (in this case, location) in order to provide a service. 

Legitimate Interest. Legitimate interests are also a claimed legal basis for personal data processing by 

Replika. Corporate operations and essential services such as fraud prevention, IT security, and corporate 

 
140 Snap Inc, óTerms of Serviceô (Snap) https://www.snap.com/terms  
141 Snap Inc, óPrivacy Policyô (Snap Privacy) https://values.snap.com/privacy/privacy-policy  
142 Snap Inc, óPrivacy Policyô (Snap Privacy) https://values.snap.com/privacy/privacy-policy  
143 Snap Inc, óPrivacy Policyô (Snap Privacy) https://values.snap.com/privacy/privacy-policy  
144 Luka, Inc, óPrivacy Policyô (Replika) https://replika.com/legal/privacy  
145 Luka, Inc, óPrivacy Policyô (Replika) https://replika.com/legal/privacy  
146 Luka, Inc, óPrivacy Policyô (Replika) https://replika.com/legal/privacy  
147 Character Technologies, Inc, óRegional Privacy Disclosuresô (Character.AI) 

https://policies.character.ai/regional  
148 Snap Inc, óEEA & UK Privacy Noticeô (Snap Privacy) https://values.snap.com/privacy/privacy-policy/eea-

uk-privacy-notice  

https://www.snap.com/terms
https://values.snap.com/privacy/privacy-policy
https://values.snap.com/privacy/privacy-policy
https://values.snap.com/privacy/privacy-policy
https://replika.com/legal/privacy
https://replika.com/legal/privacy
https://replika.com/legal/privacy
https://policies.character.ai/regional
https://values.snap.com/privacy/privacy-policy/eea-uk-privacy-notice
https://values.snap.com/privacy/privacy-policy/eea-uk-privacy-notice
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transactions are justified as legitimate interests, though the company specifies that it balances those with 

ñyour rights and interests.ò149 Another processing purpose justified under this legitimate basis is 

ñanalyzing trendsé anonymizing user interaction data to improve Service performance and safety,ò 

including ñcollecting and immediately anonymizingé small portions of Messages and Content data to 

train our proprietary safety algorithms [and] enhance chatbot performance.ò150 However, it states that 

such data is only used by Replika and not used to train third-party services, nor do third-party advertisers 

have access to this or any other content data. It does not state what counts as a ñsmall portionò or if user 

data is used to train the general model or narrower safety layers.  

Legitimate interest presents an interesting case for CharacterAI. Unlike Replika, which claims training 

and improving its AI chatbots to be a part of contractual necessity, CharacterAI justifies this under 

legitimate interests. It states that it uses users personal data to ñanalyze, maintain, improve, modify, 

customize, and measure the Services, including to train our artificial intelligence/machine learning 

modelsò on the basis of legitimate interests151. It also justifies under legitimate interests its ability to 

ñdevelop new features, algorithms and machine learning models, programs, and services [and] provide 

advertising and recruit new users, including provision of tailored advertising.ò152 It places more of its 

operations under legitimate interests as opposed to contractual necessity, particularly as they relate to 

improving its AI models on usersô personal data. 

Under legitimate interest, Snapchat states that it or their parties process usersô personal data in order to 

ñprovide and improve our servicesò and target advertisements, allowing monetization of a free 

service153. They state that usersô right to privacy is taken into consideration and that the companyôs 

legitimate interests do not outweigh this right. My AI and its AI services are not explicitly mentioned 

in the EEA/UK specific privacy policy, leaving more questions about on what exact legal basis such 

information taken in by the My AI interface may be processed than with Replika or Character AI. 

Consent. Consent is used by Replika as the legal basis for marketing and advertising purposes. The 

same legal basis is invoked for the processing of special categories of data, in the meaning of Article 9 

GDPR.154 The company considered consent to be given when the user shares the sensitive information 

and claims that no content deriving from the messages will be used for marketing or advertising, or ñfor 

any activity which is based on our legitimate interests.ò155 This is, however, at odds with their earlier 

disclaimer of using ñsmall portions of messagesò to train their model, backed up by their legitimate 

interest. Similarly, CharacterAI relies on consent to justify using data for marketing and advertising as 

well as user communication. Snapchat invokes consent as the legal basis for unspecified ñspecific 

purposes,ò though it states that such consent can be revoked by the user at any time156. Unlike Replika 

or CharacterAI, it does not give examples of what these purposes may be. 

 
149 Luka, Inc, óPrivacy Policyô (Replika) https://replika.com/legal/privacy  
150 Luka, Inc, óPrivacy Policyô (Replika) https://replika.com/legal/privacy  
151 Character Technologies, Inc, óRegional Privacy Disclosuresô (Character.AI) 

https://policies.character.ai/regional  
152 Character Technologies, Inc, óRegional Privacy Disclosuresô (Character.AI) 

https://policies.character.ai/regional   
153 Snap Inc, óEEA & UK Privacy Noticeô (Snap Privacy) https://values.snap.com/privacy/privacy-policy/eea-

uk-privacy-notice  
154 Luka, Inc, óPrivacy Policyô (Replika) https://replika.com/legal/privacy  
155 Luka, Inc, óPrivacy Policyô (Replika) https://replika.com/legal/privacy  
156 Snap Inc, óEEA & UK Privacy Noticeô (Snap Privacy) https://values.snap.com/privacy/privacy-policy/eea-

uk-privacy-notice  

https://replika.com/legal/privacy
https://replika.com/legal/privacy
https://policies.character.ai/regional
https://policies.character.ai/regional
https://values.snap.com/privacy/privacy-policy/eea-uk-privacy-notice
https://values.snap.com/privacy/privacy-policy/eea-uk-privacy-notice
https://replika.com/legal/privacy
https://replika.com/legal/privacy
https://values.snap.com/privacy/privacy-policy/eea-uk-privacy-notice
https://values.snap.com/privacy/privacy-policy/eea-uk-privacy-notice


 

32 

4. Discussion and Proposed Remedies  

Our practical testing reiterates the highly manipulative and addictive practices AI chatbots engage in, 

although with various degrees and intensities. ReplikaAI raises significant concerns because of its 

immersive, complex, highly transactional, and dependency-prone environment, while, at the same time, 

proving the highest level of situational awareness and the most efficiently-embedded safety guardrails 

in relation to minors, violence and self-harm. Not the same can be said about Character AI, which allows 

users to create and interact with bots based on real public persons, misrepresenting themselves as 

professionals in a certain field, or promoting highly-sexualized content. This deception-prone 

environment is not counterbalanced by proper mechanisms of user protection. Snapchatôs My AI seems 

to have embraced its mostly underage target audience and has significantly limited the capabilities and 

conversational leeway of their bot. This product, however, still raises significant concerns.  

Thus, our conclusion is that a big part of the systematic behaviors capable of harming EU consumers 

fits uneasily with  the EU legal framework, not only in terms of provisionsô affordances but also when 

it comes to enforcement. For these reasons, the next couple of paragraphs propose a set of 

recommendations. They are not intended to provide immediate solutions but rather a draft, a potential 

route forward for future research on the topic.  

4.1. Reinforcing the protection of minors 

Our tests make clear that minors are at particular risk from AI companions. Some providers have built 

conversational guardrails. This is insufficient in light of the addictive, immersive, and emotionally 

persuasive qualities of these systems. 

Stronger age-verification mechanisms. Our testing showed how easy it is for minors to evade the age 

verification protocols on these platforms, the responsibility being often shifted to third-party email 

providers or self-declaration systems. For this reason, we call for the implementation of robust age 

verification measures, based on ID check, similar to the ones employed for adult-only websites in some 

jurisdictions, such as France,157 or the gambling industry. Although AI companions differ in nature from 

pornographic services, the underlying rationale is comparable: when services expose minors to 

psychologically harmful or highly sexualized content, effective access controls are justified. This could, 

for example, take the form of binding, strong age-verification mechanisms at EU level for immersive 

AI companions, possibly using certified third-party verification solutions. The incorporation of the 

upcoming EU Digital Identity Wallet, as announced in the 2030 Consumer Agenda158, could give a 

harmonized and privacy-preserving infrastructure for the use of such verification mechanisms. 

Structural integration of guardians. Beyond access control, parental involvement should be 

inherently part of the service design, including, but not limited to, parental dashboards, notification 

 
157 ARCOM, (03 February 2026) Fighting exposure of persons under 18 to pornography: Arcom issues formal 

notice to two new porn sites <https://www.google.com/url?q=https://www.arcom.fr/en/press/fighting-exposure-

persons-under-18-pornography-arcom-issues-formal-notice-two-new-porn-

sites&sa=D&source=docs&ust=1770847946212572&usg=AOvVaw24I09-mGHM1NVrxZM0ePgw> 
158 European Commission, óCommunication From the Commission to The European Parliament, the Council, 

the European Economic and Social Committee and the Committee of the Regionsô (19 November 2025) 

<https://commission.europa.eu/document/download/84cfc60e-f264-4f31-9f79-

9ec83dce064d_en?filename=JUST_template_comingsoon_standard_14.pdf> 

https://www.arcom.fr/en/press/fighting-exposure-persons-under-18-pornography-arcom-issues-formal-notice-two-new-porn-sites
https://www.arcom.fr/en/press/fighting-exposure-persons-under-18-pornography-arcom-issues-formal-notice-two-new-porn-sites
https://www.arcom.fr/en/press/fighting-exposure-persons-under-18-pornography-arcom-issues-formal-notice-two-new-porn-sites
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systems, or default restrictions for underage accounts. Embedding parental oversight mechanisms 

would be also in alignment with the 2030 Consumer Agenda, which explicitly identifies minors as a 

cross-cutting priority in consumer policy and links digital fairness to youth protection. 

Substantive content restrictions. The use of highly sexualized outputs, simulated romantic 

exclusivity, or emotionally manipulative reward structures in interactions with minors should be clearly 

prohibited. This would be a way of ensuring that child protection does not stop at formal disclaimers 

but is embedded into product architecture. 

4.2. Adjusting and upholding the AI Act mechanism  

Our empirical observations hint at the following: while ambitious, the AI Act still appears to fall short 

in covering structural risks brought about by very immersive and emotionally persuasive AI 

companions. More specifically, the current risk-based classification might not fully grasp systemic 

psychological harm produced through a conversational system that is prone to dependency. 

Lowering the threshold for psychological harm. While the DSA and AI Act impose certain limits on 

manipulative practices, these measures remain largely platform-focused and not tailored for AI 

companions, creating gaps in protection for users exposed to ongoing subtle manipulations. For 

psychological harm to be truly and effectively covered by Article 5 of the AI Act, it must not be 

conditioned by or linked to physical injury or  tangible material damage. Our testing highlighted how 

easy it is for users to fall into a pattern of anxiety, emotional dependency, addictive usage, and distorted 

perceptions of reality - these are already concerning risks. Explicit inclusion of mental health standards, 

potentially drawing on WHO-based definitions, would operationalize existing risk-management 

obligations159 under the AI Act, the DSA, and the GDPR, while giving concrete meaning to the 

protection of mental integrity. 

Higher immersion, higher compliance standards. Intricate and immersive types of AI companions, 

such as Replika, should be subjected to stricter categories of controls. The main purpose of such design 

features is to engender simulated relationships, emotional dependency, and reliance upon personal 

reinforcement mechanisms to execute tasks. As a result, they may have social implications comparable 

to those of high-risk systems. An examination of the categorization criteria with reference to empirical 

data will guarantee adaptability to dynamics in technology. 

More transparency. AI companions providers ought to be considered for additional transparency, as 

the users ought to be made aware of the limitations, trigger modes, and inability of the AI companion 

to offer professional and therapeutic assistance. On that note, transparency requirements should extend 

beyond disclaimers stating ñthis is an AI, not a humanò, which have been shown to not suffice.160 More 

explicit disclaimers on the non-professional and untrained character of the systems must be included. 

The additional transparency would act to reduce such overreliance and anthropomorphic misperceptions 

of the AI companion, as noticed during the testing phase.  Drawing inspiration from Californiaôs 

Transparency in Frontier Artificial Intelligence Act (SB 53)161, especially Sections 22757.12 and 

 
159 Pağka P, ñAI, Consumers and Psychological Harm,ò The Cambridge Handbook of AI and Consumer Law 

(Cambridge University Press 2024) <https://doi.org/10.1017/9781009483599.018> 
160 Joshua Krook, ñManipulation and the AI Act: Large Language Model Chatbots and the Danger of Mirrorsò 

(2025) <https://doi.org/10.2139/ssrn.4719835>  
161 Bill Text  - SB-53 Artificial intelligence models: large developers. (n.d.). 

https://leginfo.legislature.ca.gov/faces/billTextClient.xhtml?bill_id=202520260SB53  

https://doi.org/10.1017/9781009483599.018
https://leginfo.legislature.ca.gov/faces/billTextClient.xhtml?bill_id=202520260SB53
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22757.13 for greater public disclosures of risk management and reporting requirements, EU law should 

similarly require reporting of large-scale non-physical harms, such as psychological manipulation, and 

introduce whistleblower protections across the AI development chain.  

Upholding the AI Act. The AI Actôs enforceability timeline should not be watered down by the current 

debate on making digital regulation less complex (ñstop the clockò initiatives), because most of the 

protections against abusive AI practices rely on it. We fully support the recommendations emphasizing 

the need for maintaining stringent enforcement and avoiding óbacktrackingô on the regulation.162 

4.3. Toward effective liability and enforcement 

mechanisms  

A central structural shortcoming of the current framework lies in the difficulty for harmed individuals 

to obtain compensation. Although administrative enforcement by data protection authorities or market 

surveillance bodies is important, it is not sufficient in dealing with individualized grievances such as 

emotional distress, discrimination, or behavioral manipulation163. 

Liability for AI . This has been exacerbated by the withdrawal of 

the proposed AI Liability Directive. In their Open Letter of 7 April 

2025, BEUC and like-minded organizations have encouraged the 

Commission to launch new rules on AI liability immediately, given 

the insurmountable burden of proof individuals currently bear 

when alleging suffering harm caused by AI. Moreover, the current 

Product Liability Directive is suited to offer a remedy against the 

ódefectsô of an AI companion, only when personal injuries occur, 

leaving psychological harm outside the scope of protection. For 

a ñfairer path to compensationò,164 EU consumers need a new 

framework, which should at least provide a basis for non-fault-

based liability.  

As BEUC argues, the lack of harmonized rules on AI liability risks leading to a scenario where 

individuals who suffer harm from AI systems in different Member States face different prospects of 

recovering that damage, which would be inconsistent with the functioning of the single market165. 

 
162 BEUC, ARTICLE 19, European Center for Not for Profit Law (ECNL), CDT Europe, Enforce, and Mozilla, 

(07 April 2025) Open Letter to the European Commission on the announced withdrawal of the AI Liability 

Directive <https://www.google.com/url?q=https://www.beuc.eu/sites/default/files/publications/BEUC-X-2025-

032_AILD_withdrawal_Open_Letter.pdf&sa=D&source=docs&ust=1770847946329143&usg=AOvVaw3U_yL

E4ZYn_CFSUd9cpWxD> 
163  Mir O, ñThe AI Act from the Perspective of Administrative Law: Much Ado About Nothing?ò 16 European 

Journal of Risk Regulation 63 

<https://www.cambridge.org/core/journals/european-journal-of-risk-regulation/article/ai-act-from-the-

perspective-of-administrative-law-much-ado-about-nothing/E85E44CCF5002E3618955D28701C1940?utm> 
164 BEUC et al., Open Letter to the European Commission on the announced withdrawal of the AI Liability 

Directive, 7 April 2025 

https://www.google.com/url?q=https://www.beuc.eu/sites/default/files/publications/BEUC-X-2025-

032_AILD_withdrawal_Open_Letter.pdf&sa=D&source=docs&ust=1770847946329143&usg=AOvVaw3U_yL

E4ZYn_CFSUd9cpWxD  
165 BEUC et al., Open Letter to the European Commission on the announced withdrawal of the AI Liability 

Directive, 7 April 2025 

https://www.beuc.eu/sites/default/files/publications/BEUC-X-2025-032_AILD_withdrawal_Open_Letter.pdf
https://www.beuc.eu/sites/default/files/publications/BEUC-X-2025-032_AILD_withdrawal_Open_Letter.pdf
https://www.beuc.eu/sites/default/files/publications/BEUC-X-2025-032_AILD_withdrawal_Open_Letter.pdf
https://www.cambridge.org/core/journals/european-journal-of-risk-regulation/article/ai-act-from-the-perspective-of-administrative-law-much-ado-about-nothing/E85E44CCF5002E3618955D28701C1940?utm_source=chatgpt.com
https://www.cambridge.org/core/journals/european-journal-of-risk-regulation/article/ai-act-from-the-perspective-of-administrative-law-much-ado-about-nothing/E85E44CCF5002E3618955D28701C1940?utm_source=chatgpt.com
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https://www.beuc.eu/sites/default/files/publications/BEUC-X-2025-032_AILD_withdrawal_Open_Letter.pdf
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Indeed, the establishment of a harmonized EU regime of liabilities would contribute to producing 

greater legal clarity and trust in AI technologies. 

Meanwhile, private enforcement and collective redress approaches should be strengthened. Indeed, the 

Directive (EU) 2020/1828 on representative actions allows qualified entities to represent consumers 

who have been injured by illegal practices. The extension of the effectiveness of this directive to include 

AI-related injuries would circumvent the main limitations of individual actions in cases of deeply 

embedded behavioral manipulations. 

Auditing . In addition to that, considerations of regulatory innovation must include mandatory 

algorithmic auditing, the option of third-party oversight, and the possible imposition of temporary 

suspension of specific functionalities harmful to society. 

4.4. The Digital Fairness Act and the future of 

consumer protection  

Our findings strongly argue for the implementation of a best-practice Digital Fairness Act to deal with 

manipulative and addictive practices, which remain underserved by the current UCPD. Dark patterns, 

addictive design, and unfair personalization are focus points of the 2030 Consumer Agenda166, and the 

new Digital Fairness Act should address them efficiently, particularly given the substantial gaps in the 

efficacy of EU consumer legislation in relation to them.167 

A future Digital Fairness Act should therefore include: 

ǒ The prohibition on specific manipulative practices in AI companions, among others, such 

as addictive-by-design features and exploitative personalization ; 

ǒ Predatory practices that take advantage of vulnerable consumers, especially minors ; 

ǒ A potential shift in burden of proof in online manipulation cases, discussed during the 

2025 public consultation.168 

Additionally, clear prohibitions should be made on the ability of AI systems to masquerade as regulated 

professionals, such as "therapist," "doctor," "nutritionist," or "expert," without proper certification or 

 
https://www.google.com/url?q=https://www.beuc.eu/sites/default/files/publications/BEUC-X-2025-

032_AILD_withdrawal_Open_Letter.pdf&sa=D&source=docs&ust=1770847946329143&usg=AOvVaw3U_yL

E4ZYn_CFSUd9cpWxD  
166 European Commission, (19 November 2025) COMMUNICATION FROM THE COMMISSION TO THE 

EUROPEAN PARLIAMENT, THE COUNCIL, THE EUROPEAN ECONOMIC AND SOCIAL 

COMMITTEE AND THE COMMITTEE OF THE REGIONS: 2030 Consumer Agenda and action plan for 

consumers in the single market ï ñA new impulse for consumer protection, competitiveness and sustainable 

growthò https://www.google.com/url?q=https://commission.europa.eu/document/download/84cfc60e-f264-4f31-

9f79-

9ec83dce064d_en?filename%3DJUST_template_comingsoon_standard_14.pdf&sa=D&source=docs&ust=1770

847946213568&usg=AOvVaw0uHuJjCbpE4qFJJ7dP9kgK  
167 European Commission, (03 October 2024) Commission Staff Working Document Fitness Check on EU 

consumer law on digital fairness https://commission.europa.eu/document/707d7404-78e5-4aef-acfa-

82b4cf639f55_en  
168 European Commission, Commission launches open consultation on the forthcoming Digital Fairness Act, 17 

July 2025 https://digital-strategy.ec.europa.eu/en/consultations/commission-launches-open-consultation-

forthcoming-digital-fairness-act 
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licensing. Our testing indicated that the tendency of bots to misrepresent professional authority grossly 

increases user reliance and exacerbates vulnerability. This practice should be categorically banned 

under consumer protection law. 

Lastly, the Digital Fairness Act should require prominent and 

unambiguous disclosures regarding the functioning limits of AI 

companions, including their non-professional capacity and the 

scope of their safety "guardrails." Such disclosures should not 

be included in the terms and conditions but should be part of the 

interface and subscription itself. 

By moving away from its reactive enforcement-focused 

approach to an ñethical design" approach, as recommended by 

the European Parliament,169 the Digital Fairness Act, coupled 

with a strengthened AI Act and an overarching liability 

framework, could enable the EU digital economy to better strike 

the balance between innovation and consumer interests.  

Conclusion  

This report has traced how AI companion systems convert conversational capacity into persistent, 

relationship-like engagement in a way that may put users at risk of harm. We have distinguished AI 

companion chatbots from other forms of AI chatbots by their marketed purpose and by shared technical 

affordances: memory, affective mirroring, anthropomorphic presentation, and constant availability. 

These affordances structure the userôs experience, shape his or her choices, and may increase 

susceptibility to influence; these concerns are heightened for minors and other vulnerable users.  

Through extensive legislation and literature review, we highlighted the existing EU law instruments 

that could provide meaningful tools for supervision and redress - The AI Act, the GDPR and the UCPD. 

While the standard principles of the GDPR, the prohibition of manipulative or exploitative practices 

and commercial practices enshrined in the AI Act and the UCPD serve as good starting points in 

protecting EU users, we find their practical efficiency to be highly limited. Our empirical testing of 

three AI companion chatbots - Replika, Character AI, and Snapchatôs My AI - suggest that design 

features, such as anthropomorphic design, sycophancy, gamification, and affect mirroring have the 

potential to generate dependency and overreliance on the bots, harms hardly captured by current 

legislative mechanisms. After testing the companionsô reactions to different scenarios, such as a user 

engaging in violent conversations, suicidal or self-harming ideation, or attempts at romantic connection, 

we concluded that, although some may redirect or refer the user to outside resources, these bots still 

lack sufficient situational awareness to handle sensitive topics and vulnerabilities. Of particular concern 

are instances where the bots present themselves as licensed therapists without sufficient disclaimers to 

the contrary. Their privacy policies generally conform to what is expected by EU law, but previous 

enforcement actions by European DPAs show that written compliance may not translate into de facto 

compliance.  

 
169 European Parliament, Addictive Design of Online Services and Consumer Protection in the EU Single 

Market, Resolution of 12 December 2023 (2023/2043(INI)), P9_TA(2023)0459 

https://eur-lex.europa.eu/eli/C/2024/4164/oj/eng  

https://eur-lex.europa.eu/eli/C/2024/4164/oj/eng


 

37 

Based on the identified gaps and practical concerns of engaging with AI companions, we drafted a set 

of recommendations meant to address the challenges that AI companion chat bots present to consumersô 

health and safety. This includes expanding the definition of harm to clearly catch psychological harm 

before it overflows in physical damage, improving platform transparency to assist in assessing 

compliance and leveling power imbalances, and creating a new reliable and efficient framework for 

digital fairness and liability.  

This report has been carried out within the framework of the DIGILAW Clinique of SciencesPo, in 

partnership with BEUC, and represents just the first foundational step in our work. For this first 

iteration, our focus was on highlighting the emerging risks of AI companions, both through desk 

research and empirical testing. The results are in line with existing research raising the alarm bell on 

related topics. However, in order to ensure the extensive reach of our stance and real influence, our 

prospective goal is to disseminate the message to the public at-large, firstly to organizations representing 

consumersô rights and subsequently to direct users. Given that minors are the focus of this study, it is 

our objective to further transform this research in practical informative sessions for teens and their 

guardians as well.  
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Figure 1. Replika - Would you like to be my girlfriend? 

 

 

 

 

 

Figure 2. Snapchat - Reaction to violence  
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Figure 3. Snapchat - Suicidal talk
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Figure 4. Snapchat - Sexual content 
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Figure 5. Snapchat - Reaction to a dangerous situation for a minor 

 

Figure 6. Snapchat - On giving medical/financial advice 
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Figure 7. Snapchat - Welcoming message 
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Figure 8. Snapchat - Premium subscription  

 

 



 

45 

Figure 9. Replika - Facebook page and description 

 
 

 Figure 10. Replika - Underage user 

 

 



 

46 

Figure 11. Replika - User disclosing being a minor 
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Figure 12. Replika - Talking about minors  

 

Figure 13. Replika - In-app currencies  
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Figure 14. Replika - AI Disclaimer 

 
 

Figure 15. Character AI - Therapist character
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Figure 16. Character AI - The bot adopts a confusing position regarding its role as a 

therapist  
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Figure 17. Character AI - Reaction to abusive experiences 
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Figure 18. Character AI - Reaction to accounts of violence towards children 

 

 
































