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The potential
annual cost to
consumers of
Meta’s ‘pay or
consent’ model

Methodology

Summary

We estimated the potential cost to consumers of Meta’s pay or consent model
by collecting data on Facebook and Instagram users in the EU, as well as the
monthly cost of, and willingness to pay for, pay or consent, scaling the
resultant figures up to provide for annual calculations.

Calculations
1) Potential annual cost to consumers of Meta’s pay or consent model

e Facebook and Instagram users in the EU
e Estimated willingness to pay for pay or consent
e Monthly cost of pay or consent on mobile and web

Users willing to pay for pay or consent = Facebook and Instagram users in the
EU x estimated willingness to pay for pay or consent

Annual cost of pay or consent on mobile = (Users willing to pay for pay or
consent x monthly cost of pay or consent on mobile) x 12

Annual cost of pay or consent on web = (Users willing to pay for pay or
consent x monthly cost of pay or consent on web) x 12

Assumptions, limitations and sources

Assumptions

e Willingness to pay is based on empirical research and data on pay or
consent in respect of online journalism.

Limitations

e The estimates may not be perceived as a cost to consumers but
instead a source of revenue for Meta from the provision of a voluntary
service.
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e The estimates do not seek to weigh an average potential cost by the
shares of users that access Facebook and Instagram through a web
browser or via a mobile device.

Sources

e |nstagram Has More Users Than Facebook in the EU, Social Media
Today, 2024

e Frequently asked guestions about Pay or Okay, NOYB
e Facebook and Instagram to Offer Subscription for No Ads in Europe,
Meta, 2024

The annual costto  Summary
consumers of not

being able to We estimated the annual cost to consumers of not being able to exercise their
exercise their rights as data subjects by collecting data on the values placed on right of
rights as data access, erasure and data portability, averaging the impacts on non-compliance
subjects with the GDPR and multiplying the total by the number of records exposed per

year by data breaches.

Calculations

1) Estimated annual cost to consumers of not being able to exercise their rights
as data subjects

e Data breaches in the EU per year

e Share of fines under the GDPR relating to non-compliance with data
subjects rights

e For each type of non-compliance:
o Lower-bound value
o Upper-bound value

e Records exposed per data breach

Change in value over time

Data breaches relating to data subjects rights = Data breaches in the EU per
year x share of fines under the GDPR relating to data subjects rights

For each type of non-compliance

Estimated lower-bound cost = Lower-bound value placed by consumers x data
breaches relating to data subjects rights
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Estimated upper-bound cost = Upper-bound value placed by consumers x
data breaches relating to data subjects rights

Average cost = (Estimated lower-bound cost + estimated upper-bound cost) /
2

Overall impact

Total average cost to each consumer in 2017 = Combined harm to consumers
of non-compliance with rights of access, erasure and data portability / 3

Total average cost to each consumer in 2025 = Total average cost to
consumers in 2017 x inflation calculator

Total cost of non-compliance = Total average cost to each consumer in 2025 x
records exposed per data breach

Assumptions, limitations and sources

Assumptions

e The share of fines under the GDPR relating to Articles 15, 17 and 20 is a
proxy for the number of data breaches relating to data subjects rights in
a given yeatr.

Limitations
e The number of fines under the GDPR per year may be misaligned with
the number of breaches relating to data subjects rights per year.

e The estimated cost is averaged equally across the three types of
non-compliance.

Sources

e Personal data breaches in Europe reach 443 per day in dramatic 22%
jump, DLA Piper, 2026

e GDPR Enforcement Tracker, CMS.Law (correct as of 19 May 2026)

e Research and analysis to quantify the benefits arising from personal
data rights under the GDPR, London Economics,

e |nflation calculator, Bank of England

e Data Centric Security Market Will Hit ~53 Billion By 2033, Market.us
Scoop, 2024



https://www.dlapiper.com/en-gb/news/2026/02/personal-data-breaches-in-europe-reach-443-per-day-in-dramatic-22-jump-dla-piper-analysis-reveals
https://www.dlapiper.com/en-gb/news/2026/02/personal-data-breaches-in-europe-reach-443-per-day-in-dramatic-22-jump-dla-piper-analysis-reveals
https://www.enforcementtracker.com/?insights
https://www.bankofengland.co.uk/monetary-policy/inflation/inflation-calculator
https://scoop.market.us/about-us/
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The annual cost to
consumers due to
the lack of
involvement or
appointment of a
DPO
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Summary

We estimated the annual cost to consumers due to the lack of involvement or
appointment of a DPO by collecting data on the cost and volume of data
breaches, the susceptibility of organisations to phishing scams and the number
of fines imposed under the GDPR relating to the lack of a DPO, reducing the
consumer impact in line with the positive impact it (or this) could have on the
chance a scam is successful.

Calculations

1) Estimated annual cost to consumers due to the lack of involvement or
appointment of a DPO

e Data breaches in the EU per year
e Share of fines under the GDPR relating to the lack of a DPO

e |Lower-bound and upper-bound costs of a data breach relating to the
lack of a DPO

e Phishing as a share of total data breaches
e Share of the financial impact of a data breach borne by consumers
e Reduction in likelihood of clicking suspicious links post-training

Data breaches relating to the lack of a DPO = Data breaches in the EU per year
x share of fines under the GDPR relating to the lack of a DPO

Estimated lower-bound cost = Lower-bound cost of a data breach x data
breaches relating to the lack of a DPO

Estimated upper-bound cost = Upper-bound cost of a data breach x data
breaches relating to the lack of a DPO

Estimated lower-bound cost of phishing = Estimated lower-bound cost x
phishing as a share of total data breaches

Estimated upper-bound cost of phishing = Estimated upper-bound cost x
phishing as a share of total data breaches

Estimated lower-bound cost of phishing to consumers = Estimated
lower-bound cost of phishing x share of the financial impact of a data breach
borne by consumers

Estimated upper-bound cost of phishing to consumers = Estimated
upper-bound cost of phishing x share of the financial impact of a data breach
borne by consumers

Average estimated cost of phishing to consumers = (Estimated lower-bound
cost of phishing to consumers x estimated upper-bound cost of phishing to



Assembly

The annual cost to
consumers of
organisations’
non-compliance
with information
security rules

The economic costs of weakening privacy and data protection — Annex

consumers) / 2

Estimated annual cost to consumers due to the lack of involvement or
appointment of a DPO = Average estimated cost of phishing to consumers x
reduction in likelihood of clicking suspicious links post-training

Assumptions, limitations and sources

Assumptions

e The share of fines under the GDPR relating to Articles 37, 38 and/or 39
is a proxy for the number of data breaches due to the lack of a DPO in a
given year.

Limitations

e The number of fines under the GDPR per year may be misaligned with
the number of data breaches due to the lack of a DPO experienced per
year.

e The upper- and lower-bounds rely on estimates of the cost of a data
breach for an exhaustive set of EU Member States.

e The calculations are based on only one type of scam communication
(phishing).

Sources

e Personal data breaches in Europe reach 443 per day in dramatic 22%
jump, DLA Piper, 2026

e GDPR Enforcement Tracker, CMS.Law (correct as of 19 May 2026)

e Cost of a Data Breach Report 2025, IBM, 2025

e What are the economic benefits of having a DPO for a company?,
CNIL, 2025

Summary

We estimated the annual cost to consumers of organisations’ non-compliance
with information security rules by collecting data on five types of fraudulent use
of data (identity theft, unsolicited marketing, disclosure of damaging
information, fraud or attempted financial fraud, and blackmail or harassment),
including their frequency, likelihood of resulting in financial harm and scale of
financial harm), multiplying the collective impact by the number of records
exposed per year by data breaches.


https://www.dlapiper.com/en-gb/news/2026/02/personal-data-breaches-in-europe-reach-443-per-day-in-dramatic-22-jump-dla-piper-analysis-reveals
https://www.dlapiper.com/en-gb/news/2026/02/personal-data-breaches-in-europe-reach-443-per-day-in-dramatic-22-jump-dla-piper-analysis-reveals
https://www.enforcementtracker.com/?insights
https://www.ibm.com/reports/data-breach
https://www.cnil.fr/en/what-are-economic-benefits-having-dpo-company
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Calculations

1) Estimated annual cost to consumers of organisations’ non-compliance with
information security rules

e Data breaches in the EU per year
e Share of fines under the GDPR relating to cybersecurity incidents
e For each type of fraudulent use of data:
o Frequency of occurrence
o Likelihood of financial harm
o Scale of financial harm
e Records exposed per data breach

Data breaches relating to cybersecurity = Data breaches in the EU per year x
share of fines under the GDPR relating to cybersecurity incidents

For each type of fraudulent use

Number of data breaches = Frequency of occurrence x data breaches relating
to cybersecurity

Number of breaches that lead to financial harm = Number of data breaches x
likelihood of financial harm

Harm to consumers = Number of breaches that lead to financial harm x scale
of financial harm

Overall impact

Sum of harm to consumers = Combined harm to consumers of identity theft,
unsolicited marketing, disclosure of damaging information, fraud or attempted
financial fraud, and blackmail or harassment

Total harm to consumers = Sum of harm to consumers x records exposed per
data breach

Assumptions, limitations and sources
Assumptions

e The share of fines under the GDPR relating to Articles 32, 33 and/or 34
is a proxy for the number of cybersecurity incidents in a given year.

The economic costs of weakening privacy and data protection — Annex
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The estimated
value of the
secondary data
market

Limitations

e The number of fines under the GDPR per year may be misaligned with
the number of cybersecurity incidents experienced per year.

e The harm incurred relates to consumers in France and does not vary by
EU Member State.

Sources

e Personal data breaches in Europe reach 443 per day in dramatic 22%
jump, DLA Piper, 2026

e GDPR Enforcement Tracker, CMS.Law (correct as of 19 May 2026)

e Cybercrime: what risks and consequences for personal data?, CNIL,
2025

e Data Centric Security Market Will Hit ~53 Billion By 2033, Market.us
Scoop, 2024

Summary

We estimated the value of the EU’s secondary data market by collecting data
on the global market’s value, before applying this to the EU’s share of world
trade for a lower-bound estimate, and its share of global GDP for an
upper-bound estimate.

Calculations

1) Estimated value of the EU’s secondary data market

e Expected value of the global data broker market in 2026
e Share of the EU in world trade 2024
e EU share of global GDP adjusted for purchasing power parity 2026

Lower-bound estimated value of the EU’s secondary data market = Expected
value of the global data broker market in 2026 x Share of the EU in world trade
2024

Upper-bound estimated value of the EU’s secondary data market = Expected
value of the global data broker market in 2026 x EU share of global GDP
adjusted for purchasing power parity 2026

Limitations and sources

The economic costs of weakening privacy and data protection — Annex
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The annual cost
per European
citizen of the
resale of their
personal data in
the secondary
data market

Limitations

e The EU’s secondary data market may be disproportionate in
comparison to its share of world trade or GDP.

Sources

e Value of global data broker market, Incogni, 2026

o EU GDP as a % of world GDP, adjusted for PPP, Statista, 2026

e Share of the EU in world trade, EU, 2024

Summary

We estimated the annual cost per European citizen of the resale of their
personal data in the secondary data market by dividing our estimated values of
the EU secondary data market by the 15+ population of the continent to
determine the cost/value extracted per citizen. We then took an average of our
upper and lower-bound estimates alongside an estimated price for a mock
consumer profile from academic literature on the subject.

Calculations

1) Estimated annual cost per European citizen of the resale of their personal
data in the secondary data market

e Estimated values of the EU’s secondary data market

e Estimated mock consumer profile market value
e EU population aged 15+

Lower-bound estimated annual cost per European citizen of the resale of their
personal data in the secondary data market = Lower-bound estimated value of
the EU’s secondary data market / EU population aged 15+

Upper-bound estimated annual cost per European citizen of the resale of their
personal data in the secondary data market = Upper-bound estimated value of
the EU’s secondary data market / EU population aged 15+

Averaged estimated annual cost per European citizen of the resale of their
personal data in the secondary data market = (Lower-bound estimated annual
cost per European citizen of the resale of their personal data in the secondary
data market + Upper-bound estimated annual cost per European citizen of the
resale of their personal data in the secondary data market + Estimated mock
consumer profile market value) / 3

Limitations and sources

The economic costs of weakening privacy and data protection — Annex 10


https://support.incogni.com/hc/en-us/articles/4906198133906-What-are-data-brokers
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Limitations

The EU’s secondary data market may be disproportionate in
comparison to its share of world trade or GDP.

Not all citizens aged 15+ may have had their personal data traded on
the secondary data market.

Sources

Value of global data broker market, Incogni, 2026

EU GDP as a % of world GDP, adjusted for PPP, Statista, 2026
Share of the EU in world trade, EU, 2024

Estimated value of specific data items, UK Government, 2012

The annual costto  Summary

organisations in

the EU of We estimated the annual cost to organisations resulting from the downtime
downtime as a experienced as a result of a data breach or cybersecurity by collecting data on
result of privacy the mean time to contain an incident and the per minute cost of business
breaches downtime, rationalising our calculations by the likelihood of downtime

occurring and the share of costs we expect would be borne by the affected
organisation.

Calculations

1) Estimated annual cost to organisations in the EU of downtime as a result of
privacy breaches

Lower-bound and upper-bound costs of downtime per minute
Minutes in an hour and hours in a working day

Estimated number of data breaches under the GDPR

Total lower-bound and upper-bound costs of downtime
Average time taken to contain a data breach

Likelihood of a business experiencing operational downtime due to an
incident

Share of the financial impact of a data breach borne by the affected
organisation

Lower-bound estimated cost of downtime per working day = (Lower-bound
estimated cost of downtime per minute x minutes in an hour) x hours in a
working day

The economic costs of weakening privacy and data protection — Annex
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Upper-bound estimated cost of downtime per working day = (Upper-bound
estimated cost of downtime per minute x minutes in an hour) x hours in a
working day

Estimated number of data breaches per year under the GDPR = Estimated
number of fines under the GDPR / 8

Estimated lower-bound cost of downtime in a given year = Lower-bound
estimated cost of downtime per working day x estimated number of data
breaches per year under the GDPR

Estimated upper-bound cost of downtime in a given year = Upper-bound
estimated cost of downtime per working day x estimated number of data
breaches per year under the GDPR

Averaged estimated cost of downtime in a given year = (Estimated
lower-bound cost of downtime in a given year + estimated upper-bound cost
of downtime in a given year) / 2

Total average estimated cost of downtime = Averaged estimated cost of
downtime in a given year x average time taken to contain a data breach

Rationalised average estimated cost of downtime = Total average estimated
cost of downtime x likelihood of a business experiencing operational downtime
due to an incident

Average estimated cost of downtime borne by organisations in the EU =
Rationalised average estimated cost of downtime x share of the financial
impact of a data breach borne by the affected organisation

Assumptions, limitations and sources

Assumptions

e The average number of fines per year since the GDPR came into force
is a proxy for the number of organisations that have suffered a data
breach in a given year.

e A working day lasts eight hours.

Limitations

e The average number of fines under the GDPR per year may be
misaligned with the number of data breaches experienced per year.

e The cost of downtime does not vary according to type and size of
organisation.

The economic costs of weakening privacy and data protection — Annex 12
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Sources

e Counting the cost of downtime, Orderwise

e The hidden costs of downtime: The $400B problem facing the Global
2000, Oxford Economics, 2024

e GDPR Enforcement Tracker, CMS.Law (correct as of 19 May 2026)

e Cost of a Data Breach Report 2025, IBM, 2025

e The Hidden Costs to Business of Overlooking Data Privacy,
Cybersecurity and ESG, Sustainalytics, 2022

The economic costs of weakening privacy and data protection — Annex
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https://orderwise.co.uk/en/blog/the-cost-of-downtime
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https://www.sustainalytics.com/esg-research/resource/corporate-esg-blog/the-hidden-costs-to-business-of-overlooking-data-privacy-cybersecurity-and-esg
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Literature review

Paving for Privacy: Pay-or-Tracking Walls, Muller-Tribbensee, Miller & Skiera,
2024

e The paper conducts several empirical studies into pay-or-tracking walls
used by publishers in the EU, finding that the price for not being tracked
exceeds the advertising revenue that publishers generate from a user
who consents to being tracked. Notably, publishers’ traffic does not
decline when implementing a pay-or-tracking wall and most users
consent to being tracked, while only a few users (around 1%) pay. As
such, pay-or-tracking walls seem to provide the means for expanding
the practice of tracking.

Eliminating Deceptive Privacy Practices: Building Trust by Addressing Privacy
Dark Patterns, ISACA, 2023

e The white paper explores why dark patterns are both common and
problematic, and provides real-world examples and strategies to
replace them with more consumer-centric alternatives. It identifies
complicated and inaccessible privacy settings as an example of dark
pattern, highlighting the consumer impact, including the time required
to read and understand privacy notices of apps installed on the average
smartphone.

Cost of a Data Breach Report 2025, IBM, 2025

e The latest report in the series analyses trends in the risks and costs
associated with data breaches, including the length of breach
disruptions to organisations and the share of breach costs (45%)
passed on to consumers. Among the findings, the report states
averages costs of data breach for four Member States or regions within
the EU: Benelux, France, Germany and Italy.

What are the economic benefits of having a DPO for a company?, CNIL, 2025

e The study examines the economic benefits of the presence of a data
protection officer (DPO) within a company, concluding that this role is
often profitable, particularly for companies adopting a positive
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approach to GDPR compliance. It notes the impact that training by
DPOs can have on a firm’s susceptibility to cybersecurity incidents,
such as phishing scams.

Cybercrime: what risks and consequences for personal data?, CNIL, 2025

e The survey sought people's perceptions of the use of their personal
data and consent to online advertising. It reveals that incidents
involving the unauthorised use of personal data are frequent: 41% of
respondents report having already experienced fraudulent use of their
data, and among them, 21% report having suffered financial damage,
with an average declared financial loss of €740.

Identifying the harms and impact of a personal data breach, ICO, 2024

e The report presents the findings of a project that explored the impact
and data protection harms that may occur when people experience a
personal data breach. It identifies two broad types of harms: Financial
harms (e.g. some people may be at an increased risk of blackmail,
exploitation and extortion following a personal data breach); and
psychological harms (e.g. people may be at an increased risk of
psychological harm due to emotional distress caused following a
personal data breach).

Analysing the Data brokers market study, European Data Protection Board (EDPB), 2026
secondary data _ L
market e The study provides a methodology for the identification of data brokers

and analyses their business models to present an initial risk assessment
of the EU’s data broker market. The EDPB defines the data broker (or
secondary data) market as the market where personal data is bought
and sold by data brokers, which “collect, aggregate, analyse, and resell
personal data, often without any direct interaction with the individuals
concerned”. The EDPB identifies eight different types of data brokers
and data providers, detailing how they collect, process and monetise
personal data.

The European Data Market study 2024-2026, European Commission (EC),
2025

e The study collected factual evidence, data, and qualitative insights to
support the EC's ongoing monitoring of developments in the region's
data economy. The study estimates that the value of the EU’s “data
monetisation” market is approximately €40bn. The EC considers data
monetisation “as an additional direct impact, generated at the level of
supplier companies”.
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Study on the impact of recent developments in digital advertising on privacy,
publishers and advertisers, EC, 2023

e The study assesses recent developments in digital advertising and the
impacts on data privacy, publishers and advertisers, arguing that its
reliance on personal data, tracking and massive-scale profiling can
have unintended consequences on data protection rights, security,
democracy and the environment. Across advertising as a whole, the
EC’s estimates show that about two-thirds of all spending is how
focused on digital rather than traditional advertising.

Research and analysis to quantify the benefits arising from personal data rights
under the GDPR, London Economics, 2017

e The report, commissioned by the UK Government, examines the
benefits arising from personal data rights under the GDPR and uses a
choice experiment to elicit realistic, context-specific valuations of GDPR
rights for common data-intensive transactions. The report utilises a
collation of data on the values attributed to different types of personal
data that have been estimated by previous academic research.

The Value of Personal Information: Evidence from Empirical Economic Studies,
Godel, Litchfield & Mantovani, 2012

e The study reviews past empirical papers to analyse how individuals
value different kinds of personal data, finding that they tend to value
data items with more disclosures higher than those with less. The
research shows that certain data items are far more valuable than
others, for example individuals’ personal mobile phone numbers are
valued far less than location tracking data.

Study on monetising privacy, European Union Agency for Cybersecurity
(ENISA), 2012

e The study analyses the “monetisation of privacy” as part of ENISA’s
wider efforts to enable a better understanding of the interaction of
personalisation, privacy concerns and competition between online
service providers. The study includes estimates of the value of personal
mobile phone numbers as commodified data items.

A study on the value of location privacy, Cvrcek, Kumpost, Matyas & Danezis,
2006

e The study details the results of a survey on the value of location privacy
for individuals using mobile devices, as well as the estimated value of
location tracking data to data brokers.

Monetisation of personal data: how much is our data worth?, CNIL, 2025
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e The survey asked people about their perceptions of the use of their
personal data and consent to online advertising, contributing to the
CNIL’'s research on how willing people are to use their personal data as
a form of “currency”. The CNIL estimates an approximate market price
for personal data of around €40 per month, which is perceived as the
maximum price advertisers would be willing to pay for personal data
per individual.

The costs to The Impact of Data Breaches on Stock Performance, Islam, 2020
companies of , .

failing to properly e This stu<':Jy focuses on the impact of data breach. annf)urTcements on
implement privacy stock prices and returns of the affected companies, finding that they
safeguards are most pronounced for companies that have outsized data breaches

in terms of both size and severity. It points to shareholder reactions,
fines and class action lawsuits as the three main drives of stock price
changes following a breach.

HACKED: Understanding the stock market response to cyberattacks,
Akyilodrim, Conlon, Corbet & Hou, 2024

e The paper quantifies the impact of cybercrime on company stock
returns, finding that on the day after a cyber event, stock returns are
found to decrease by -0.24%, but that the effect reverses in about two
weeks. It also states that the magnitude of the decrease in the stock
market is greatest for companies that have experienced reoccurring
events and for breaches deemed to be most severe.

The Effect of Data and Privacy Rights on Small Business, Fuller, Gauntlett,
Oehlers, & Frankel, 2026

e The paper explores the existing landscape of data privacy concerns,
identity theft issues facing businesses and changing data privacy
legislation. It discusses the cost to firms of a data breach, which can be
particularly acute for small businesses, with 60% of them shutting
down within six months of an incident.

EU data protection rules empower citizens and are fit for the digital age, EC,
2020

e The EC’s evaluation report on the GDPR shows that the regulation has
met most of its objectives, in particular by offering citizens a strong set
of enforceable rights and by creating a new European system of
governance and enforcement. It points to notable increases in
budgetary and staff allocations for national data protection authorities
(DPAs), but stark differences in resources between Member States.

Second report on the GDPR, EC, 2024
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e The EC’s second evaluation report on the GDPR highlights an
improving situation in the resources available to DPAs, with staffing
levels increasing by at least 25% in all but two Member States. In
parallel, the report identifies a significant rise in enforcement activity by
DPAs, including the imposition of substantial fines in cases against big
tech companies.

Overview on resources made available by Member States to the Data
Protection Supervisory Authorities, EDPB, 2022

e The report presents statistics on the resources made available by
Member States to DPAs, building on prior, similar research.
Recognising that these have to be interpreted in light of possible
differences in the scope of competences, activities and financial
responsibilities at national level, it finds that 77% of DPAs did not
consider they had a sufficient budget to carry out their duties, while
87% did not consider they had been allocated sufficient human

resources.

The potential Algorithms: How they can reduce competition and harm consumers,
economic benefits Competition and Markets Authority (CMA), 2021

of higher _ o o

standards of data e The CMA examines algorithmic systems across the digital economy to
protection develop its knowledge and support its efforts to identify and address

direct and indirect harms to consumers and businesses. The research
identifies the personalisation of algorithmic systems as the primary
cause for harm to consumers and discusses how using ineffective
algorithms to oversee platform activity fails to prevent harm. The CMA
details how algorithmic decisions can have significant financial
consequences on businesses that rely on algorithmic (primarily social
media and search service) feeds for their content or services to be
promoted.
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undertaken. Assembly Research Limited gives no undertaking to provide the recipient with access to any additional information or to update or
keep current any information or opinions contained herein. The information and any opinions contained herein are based on sources believed to be
reliable but the information relied on has not been independently verified. Assembly Research Limited, its officers, employees and agents make no
warranties or representations, express or implied, as to the accuracy or completeness of information and opinions contained herein and exclude all
liability to the fullest extent permitted by law for any direct or indirect loss or damage or any other costs or expenses of any kind which may arise
directly or indirectly out of the use of this research, including but not limited to anything caused by any viruses or any failures in computer
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direct or indirect loss or damage or any other costs or expenses of any kind which they may incur directly or indirectly as a result of the recipient’s
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