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Why it matters to consumers

Passenger cars are rapidly becoming more interconnected both within the vehicle
themselves and with the wider world. Technological changes, which to a large extent have
been driven by advances in communications tools and use of the internet, have presented
motorists with an influx of new digital services and driving features. The potential benefits
for motorists are wide ranging. However, the opportunities also present significant risks
with issues such as liability, safety, data protection and fair competition within the
automotive sector. These developments need to be fully addressed in order to ensure that
EU consumers can benefit from greater connectivity whilst simultaneously being protected.
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This paper outlines BEUC's position on connected and automated driving with a specific
focus on the EU level and the measures needed to protect consumers in this area. It is
important to recognise that terms such as ‘connected cars’ and ‘automated cars’ are widely
used to describe many different and recent technological changes with the design and use
of the passenger car. The terms in essence encompass two specific developments; being
the advances in telecommunications and ongoing developments with regard to the
automation of vehicles. It is important to recognise that a vehicle that is considered as
connected will not necessarily be automated, but a vehicle that is semi or fully automated
will almost certainly be connected. For the purpose of this paper we provide two general
definitions on what the terms apply to:

e Connected car: A vehicle that has devices which allow for communications® with
other devices both within and/or outside of the vehicle itself, including other
vehicles, infrastructure and the wider internet.

¢ Automated car: A vehicle that allows for some driving functions (semi-automated)
or all driving functions (fully automated) to be controlled without human supervision
or input.

1 By means of any electronic communication networks, covering signals conveyed by wire, radio, optical or other
electromagnetic means (EU, Accessed July 2017).



http://eur-lex.europa.eu/summary/glossary/electronic_communication_networks.html
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The level of connectivity and automation in [ figure 2. Total market size and potential of the
vehicles available in Europe is growing and it is connected car trend (2015-2020), in EUR billions.
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These new services and driving features offer 1 - Source: EC (2015)

numerous possible benefits to the consumer. For

instance, motorists informed about the location of available parking spaces might mean
less time spent driving, less urban congestion, lower fuel costs and emissions and could
help reduce driver stress. Semi and fully automated vehicles (depending on the level of
automation - See Figure 2) offer new driving experiences, more free time to drivers, and
the latter option could potentially mean that a vehicle is completely free of driver
involvement, in turn opening up new possibilities for consumers who otherwise would not
drive.

However, such services and driving features that have and will continue to be brought to
the market as a consequence of greater connectivity also throw up a number of risks that
require measures to be taken in order to protect consumers and wider society. Surveys
show that consumers are concerned about the consequences of greater vehicle
connectivity and automation. For instance, BEUC’s German member
Verbraucherzentrale Bundesverband (vzbv) conducted a survey in 2016 that showed over
60% of respondents were concerned about data protection and liability with connected cars
and 80% were worried about cyber security and the possibility of vehicle hacking with
automated cars.

There are indeed numerous and often interlocked challenges that need to be tackled with
regard to the further deployment of C&A vehicles, including: issues surrounding liability,
safety, data protection and security, insurance, fair competition and interoperability to
name a few. This paper outlines BEUC's position on the key issues where action is needed
urgently so as to ensure that consumers are better protected and can benefit from the
deployment of more connected and automated vehicles.

These challenges are exacerbated by the availability of different ownership, car-
sharing and ride-sharing models. Consumers today can own, lease or rent a car, but
they can also pay to have access to shared mobility services such as car clubs), mobility
as a service models such as Car2Go or DriveNow, or ride-hailing services such as Uber or
Blablacar. It is important to analyse the issues highlighted above in light of these different
mobility models as they will have different implications in terms of liability, access to data,
insurance, competition, etc.

2 See detailed list by PWC (2014).


http://www.vzbv.de/sites/default/files/factsheet-connected_driving-vzbv-2016.pdf
http://www.strategyand.pwc.com/media/file/Strategyand_In-the-Fast-Lane.pdf
file:///C:/Users/cca/Downloads/43-iot-connected-cars_en%20(9).pdf
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1. Product Liability and motor insurance

Product liability

Product liability law is a legislative response to the risks that arise from defective products.
The principle of liability without fault - for situations where defective products cause harm
or damage - fulfils a compensatory function. It follows the rationale that the one who
makes a profit from dangerous

activities should be held
accountable if this danger
materialises - for instance

in the form of a motor

accident.

The European Commission
is currently reviewing
existing EU product liability
legislation, which has not
been significantly updated
since its inception in 1985.
There is a need to reform
the legislation so that it
adequately covers
advances with all connected
and automated products,
including C&A vehicles. In
its current format, the
Directive fails to capture
several relevant issues (See
Box 1 for an overview of
some of the key points in
BEUC’s dedicated position
paper on product liability)

and for this reason the
Directive needs to be
reformed in order to build

Box1. EU liability rules are not in sync for C&A cars, among them:

Digital services: The Directive applies to movable products only, excluding
services. It is therefore unclear whether it would apply to digital technologies,
such as embedded software, cloud services, or indeed the in-car systems of
C&A vehicles.

Definition of a defect: A product is ‘defective’ when it does not provide the
‘safety which a person is entitled to expect’. Yet, this safety concept is
imprecise, particularly when it is considered in regard to digital goods which
may require software updates, including those in C&A cars.

Exceptions to liability: It is unclear how the exceptions for liability apply to
digital products. There is a concern here under the scenario where a defect
manifests itself after the product has gone on sale — something that is
particularly concerning with cars being their long life expectancy and obvious
safety risks.

Definition of liable persons: The Directive’s definition is inappropriate when
it comes to the Internet of Things - there is a problem e.g. with identifying the
liable person when the same product is made by several manufacturers — with
C&A cars there are multiple parties involved in vehicle production.

Burden of proof: Under the current system, there is too much burden on the
injured party to prove a defect. It should be sufficient for the injured party to
prove that a damage resulted from the product, whilst it should be for the
producer to prove that the car was safe. At the very least, the existence of a
damage resulting from a product should be considered as prima facie proof.that
the product is defective. With cars today, such solutions would strike a better
balance of liability as (only) car makers have full access to safety records.

consumer confidence in C&A vehicles for the current day as much as for the future.


http://www.beuc.eu/publications/beuc-x-2017-039_csc_review_of_product_liability_rules.pdf
http://www.beuc.eu/publications/beuc-x-2017-039_csc_review_of_product_liability_rules.pdf
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Data recorders (black boxes) inside vehicles have also been proposed to help identify
accident liability. It is essential that any use of data recorders fully respects the principles
of the General Data Protection Regulation (GDPR, see section 5) and that clear rules are
in place concerning their use, access and transparency. Ultimately, if a car maker can fit a
defeat device® to an emissions control system, it should come as no surprise that a car
maker might deliberately try to manipulate event data recorders to avoid incriminating
evidence. Robust regulations are essential.

With regard to motor insurance, there are concerns about how personal driving behaviour
data is managed and controlled (See Derikx et al, 2015; Consumentenbond, 2016). The
fear is that motorists could lose control of their personal data and in turn be unfairly
penalised by an insurance provider. There is a question about what sort of information
would be legitimate for an insurance provider to consider when setting premiums (e.qg. if
a motorist often drives to an economically disadvantaged area and this can be captured in
the driving data, would this be valid information for an insurer to consider?). Another
concern here relates to the consequences for those consumers who want the right to be
‘unconnected’ or whom choose not to share their data. They might also face being
discriminated against.

A formal review of the motor insurance Directive is expected in 2017. This should be an
opportunity to ensure the Directive is fit for purpose and adequately protects consumers
with regard C&A vehicles. There is good reason on a macro level at least why the current
legislation needs a review: Not only does the legislation not differentiate between a vehicle
that is controlled by a human compared to one that is ‘automated’, it only refers to
insurance policy holders as ‘persons’. The sector is clearly evolving rapidly with some car
makers indicating advanced levels of automation (levels 3-4) to be available in the early
2020s. Rather than waiting until further automated cars are brought to market, it would
be advisable to future proof legislation, and in turn avoid treating consumers like guinea
pigs for medical trials.

3 A defeat device is a motor vehicle software or hardware that interferes with emission controls under real world
driving conditions. As a consequence a vehicle may pass formal emission testing in a laboratory but emit much
higher emissions when being used on the road.


http://link.springer.com/article/10.1007/s12525-015-0211-0
https://www.consumentenbond.nl/binaries/content/assets/cbhippowebsite/gidsen/geldgids/2016/nummer-7---november/gg201611p20-rijstijlverzekeringen.pdf
https://en.wikipedia.org/wiki/Motor_vehicle
https://en.wikipedia.org/wiki/Vehicle_emissions_control
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Consumers must be assured that the products they are using are safe and reliable. To
ensure this is the case with C&A cars, vehicles must be robustly tested. Most EU vehicle
safety regulations are developed at the UN level (UNECE, 2012). It is expected that further
UN legislative changes will be made in the coming years due to technological advances
which will directly impact on EU regulations, most notably EU type approval legislation. It
is essential that the UN and the EU strive for the most rigorous checks on C&A vehicles
before they go on sale, and suitable market surveillance activities once on the road. Such
checks should include rigorous ‘penetration testing’ — where by a deliberate attempt to
break into the security safeguards of a vehicle is conducted - and checks on software
updates to ensure the car is still in compliance with type approval. Manufacturers should
provide access to algorithm and software used for decision-making in C/A vehicles to
independent organizations. External observers should be able to conduct third party
checks.

In regard to semi-automated driving features, there are concerns that companies are
providing consumers with misleading information about their capabilities. For instance, in
2016 the German Minister for Transport called on the US car maker Tesla to refrain from
using the term ‘Auto Pilot’ on the basis that it was misleading consumers. Several other
car makers are offering semi-automated systems in their vehicles and these developments
are set to grow in the coming years. It is clear that car makers should be providing clear
information to consumers that does not give a misleading impression about the capabilities
of C&A vehicles and that such information is provided both at the point of purchase but
also during the life of the vehicle. In-vehicle display systems should provide reliable
information about the level of automation of the vehicle and the related rights and duties
of the driver. The EU should make a full assessment of information being presented to
consumers with regard automated systems and in turn review the need for adopting some
minimum EU requirements for labelling purposes.

The primary goal of C/A vehicles is to facilitate driving and improve the customer
experience. However, they also pose new challenges for motorists and will certainly require
specific driving skills. The European Driving License Directive should lay down minimum
requirements for learner drivers, and those renewing licences, to better understand the
user requirements of C&A driving features.


http://www.unece.org/fileadmin/DAM/trans/main/wp29/wp29wgs/wp29gen/wp29pub/WP29_Blue_Book_2012_ENG.pdf
https://www.theguardian.com/technology/2016/oct/17/germany-calls-on-tesla-to-drop-autopilot-branding
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The EU’s General Data Protection Regulation (GDPR) lays out the legal framework for the
protection of personal data. It represents a significant step forward but also has some
weaknesses. One of the weaknesses in the Regulation is the vague definition of what is
considered a “legitimate interest” to process data without consumer consent. There is a
concern that industry might misuse such a concept. What is also unclear about the
legislation is how it should be applied with regard C&A vehicles and therefore guidance
should be produced to aid the implementation of the legislation.

Strong legislation to protect consumer’s privacy in the digital world is also necessary. In
2017, the Commission made a proposal to reform EU legislation on privacy and electronic
communications (e-Privacy Regulation). The legislation would apply to all connected
products including C&A vehicles. Here, there are several areas where the Commission’s
proposal should be strengthened. For instance, it is essential that ‘Privacy by default’
obligations are included, that software default settings are configured to guarantee the
highest level of privacy from the outset; and it must ensure that the tracking of the physical
location and movements of consumers is not allowed without asking for their consent. (See
BEUC's dedicated e-privacy position paper for a full list of recommendations).



http://www.beuc.eu/publications/beuc-x-2017-059_proposal_for_a_regulation_on_privacy_and_electronic_communications_e-privacy.pdf
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There are also additional requirements needed in order to prevent against hacking and
cyberattacks. This will require common EU rules to ensure that such risks can be reduced
and that wherever a motorist takes their car, they will have the confidence that security
measures are equally high across Europe. An overarching consideration here should be to
assess legislating on isolating critical software systems from the rest of a vehicle’s internal
network (alongside the need for ‘penetration testing’ as mentioned in Section 2). The idea
of using an off-board server to isolate these software would also bear risks. All options
should therefore be carefully assessed. With a specific regard to in-car payment systems,
it is also essential that motorists are assured of the highest level of payment security and
privacy. Here, the implementation of the Payment Services Directive must ensure this is
the case.

The issue of access to vehicle data leads to the fundamental question of data control: who
controls the data generated by a connected car? Most of the data generated would indeed
be personal data of the driver/owner of the car and thus covered by the GDPR, but there
might also be non-personal data that is generated. What rights does the consumer have
over the non-personal data generated by his/her connected car? Also, further complexities
arise in situations where the driver might not be the owner of the car, or, eventually when
we think about future scenarios involving self-driving cars which have no driver and no
owner. Legal certainty is needed to address the data control issues and ensure that
ultimately it is the consumer who is in the driver seat when it comes to the usage of the
data generated by his/her connected car.
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As far as the after-market service sector is concerned, there are concerns about the level
of competition that will exist as a result of attempts to gain access to vehicle data. Here,
there are concerns that business sectors, such as independent repair and maintenance
providers (who are likely to become more dependent on vehicle data) will be squeezed out
of the market by those who have produced the vehicles, components and software. This
could in turn reduce competition, reduce consumer choice and ultimately lead to increased
service costs.

The issue of accessing vehicle data is strongly related to EU legislation in the areas of data
protection and e-privacy (See section 3) but there is also a debate about having a vehicle
specific mechanism to controlling access to vehicle data. It is vital here that any approach
to managing the access, storage and sharing of vehicle generated data must be fair to all
service providers while ensuring full respect of data protection law and the principles of
privacy by design and by default. Furthermore, consumers should have the possibility to
revoke any prior consent given to a specific data processing, and to object to the processing
of their data. This has to be made possible without any technical or organizational
constraint and the tools provided to register this refusal should be accessible, visible and
efficient. The General Data Protection Regulation (GDPR) also introduces a new right to
data portability. It is essential that consumers can easily port their car data from one
service to another, to enable them to benefit from all the advantages that connected
technology can bring and avoid ‘lock-in’ effects. Car manufacturers and service providers
need to make sure that the technical measures necessary to enable data portability are
developed and put in place.

There are also challenges for C&A cars when considering their use, and that of their in-car
driving features, both at a national and European level.

Consumers are often prevented from using, and purchasing products online, in another
Member State. This is because some companies erect artificial barriers in what is supposed
to be a borderless Single Market. In the EU, consumers should be able to purchase products
and services from the retailer or supplier of their choice, and use them where ever they
are in the EU. With connected cars, and the use of infotainment systems by passengers for
instance, it is essential that consumers can benefit from being able to utilise such systems
without being penalised in this respect. The upcoming Geo-blocking Regulation is a unique
opportunity to tackle (part of) this problem (see BEUC's dedicated position on geoblocking).



http://www.beuc.eu/publications/beuc-x-2017-072_are_geo-blocking_-_beuc_recommendations_for_trilogue.pdf
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Today, owners of electric cars (that inevitably are heavily reliant on connectivity) are often
faced with the challenge of having the correct payment, RFID card or online app that are
supported by a specific charging point - at both the local and European level. The EU
Alternative Fuels Infrastructure Directive requires Member States to ensure that public
charging points are ‘accessible on an open and non-discriminatory basis to all users’. It is
essential that a thorough review and necessary corrective actions are taken to ensure that
the authentication and payment systems for charging stations are not penalising or causing
undue inconvenience to consumers.

Increasing the level of vehicle connectivity and automation throws up a number of
obstacles that need to be overcome. To function and deliver their full potential benefits, it
appears that C&A cars will require extensive communication (e.g. telematics, and wireless
technologies) and secure, stable, and widespread high-speed mobile broadband
connectivity (e.g. 5G). For consumers it will be essential that a competitive market exists
and whereby easy switching is possible between connectivity providers. There are also
questions here over the costs associated with these developments, the standardisation
requirements and whether there are health risks associated with the use of such
technologies (European Parliament, 2016). It is essential that at the European and national
level a robust consumer-focused impact assessment is made of the costs and benefits of
further connectivity Furthermore there needs to be adequate investment in roaming
infrastructure to ensure the safety of vehicles operating cross borders within the EU.

10


http://www.europarl.europa.eu/RegData/etudes/IDAN/2016/595337/IPOL_IDA(2016)595337_EN.pdf
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Finally, the deployment of semi and fully autonomous cars poses difficult ethical dilemmas.
There are ultimately decisions that will have to be taken by policy makers, industry and
consumers with regard the level of trust that can be given to these new technologies. There
are some overarching questions specific to automated cars concerning safety and the
decision making process of a car when confronted with a possible accident. There are also
clearly unanswered aspects that have been highlighted in the different sections of this
paper (i.e. the processing of driving behaviour information/liability question marks etc.).
It is clear that many of these ethical dilemmas demand the input from a holistic array of
experts. BEUC recommends that the European Commission launches a multi stakeholder
Forum to investigate the ethical aspects of automated driving and its impact on society.
This could in turn lead to European guidelines (or a Code of Conduct) for the manufacturers
of automated technologies, as proposed by the European Parliament (EP, 2017) and in a
similar vein already developed at a national level in Germany (BMVI, 2017).

11


http://www.europarl.europa.eu/sides/getDoc.do?pubRef=-//EP//TEXT+REPORT+A8-2017-0005+0+DOC+XML+V0//EN
https://www.bmvi.de/SharedDocs/EN/PressRelease/2017/084-ethic-commission-report-automated-driving.html
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